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Abstract  
Nowadays, there are many Cryptographic Applications that demand both high 
speed and low power. I have designed a new asynchronous Data Encryption Standard 
(DES) data encryption chip that can be used in contactless smart cards and meet those 
requirements. There are many advantages in using Asynchronous Circuit Design in 
smart card chips, such as low power consumption and no global clock. I have used a 
0.6nn CMOS technology to fabricate the chip and the RF test circuit. 
The DES in my design is the traditional one that can encrypt 64-bit data by using 
64-bit key. The asynchronous circuit technique to build the DES is developed from our 
research lab. This asynchronous DES will be used in a contactless smart card, so the 
power consumption is the main concern. The asynchronous DES contains 12 stages but 
not fully pipelined. In other words, there is only one set of data being processed each time. 
In order to reduce the power consumption further, the asynchronous structure in some 
stages are modified. This is realized by having one control cell to control 8 data cells 
rather than having one control block for each data cell. This asynchronous DES has been 
simulated in VHDL and Hspice so as to verify its functionality. 
The asynchronous DES has been fabricated using the AMS 0.6nn CMOS triple 
metal technology and packaged in a 208-pin PGA (Pin Grid Array) package. The core 
size is about 7.9 mm u 7.3 mm and the total cell count is about 12000. It can run at about 
2MHz under 3.3V Vdd supply at room temperature condition and draw about 77mW. 
Using asynchronous circuit technique in a contactless smart card has several 
advantages, such as current being draw is relatively smoother, the chip is only active 
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when there is data to be processed, low start up power, and more tolerable to supply level 
fluctuation. A contactless smart card comes alive only when the card is placed near the 
reader. With this characteristic, using asynchronous technique is more advantageous than 
synchronous technique. An asynchronous contacless smart card does not need to evoke 
all parts at the same time, only those parts that expect data to arrive. As a result, it will 
draw less start up power and the peak of start up current is lower. Asynchronous circuit 
can continue to work at a wide range of the voltage supplies, only that the operating 
speed will be correspondingly varied. The RF part of the contactless smart card is 
adopted from a design from Fudan University [33]，and is used to test the DES chip and 
to realize an asynchronous DES circuit in this setting. 
10 
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1. Introduction  
Nowadays, the contactless card are widely used in certain field, such as transport 
system, banking system, identity card etc. Although more and more data and operation 
can be stored in and performed by the contactless card, there are limited by the power 
required from the reader. So the asynchronous circuit technology is introduced to reduce 
power consumption in the contactless card such that the complexity of operations 
performed can be increased. In particular, the realization of encryption in the contactless 
card in ever demanding. It is because the cryptographic applications used in the 
contactless card demanding both high speed and low power. In this thesis, a new 
asynchronous Data Encryption Standard (DES) data encryption design that can be used in 
contactless smart cards will be introduced. At the beginning, I will introduce the 
contactless card structure, such as requirement and what the asynchronous design is, 
which includes the advantages of asynchronous design and problems faced by the 
designer. Afterwards, I will explain how to apply the asynchronous design in the 
contactless card. At the end, I will show out some similar pervious designs that compare 
with our product. 
1.1 Smart Card 
1.1.1 What is a smart card? 
The smart card is one of the latest additions to the world of information 
technology. With similar size to today's plastic payment card, the smart card has a 
microprocessor or memory chip embedded in it such that, when coupled with a reader, 
12 
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has the processing power to serve many different applications. As an access-control 
device, smart cards make personal and business data available only to the appropriate 
users. Besides, smart cards can be used to make a purchase or exchange value. In 
another words, smart cards provide data portability, security and convenience. 
% 
1.1.2 How is a smart card different from the magnetic stripe card that i carry 
in my wallet? 
A smart card carries more information than can be accommodated on a magnetic 
stripe card. It can make a decision as it has relatively powerful processing capabilities 
that allow it to do more than a magnetic stripe card (e.g., data encryption). 
1.1.3 Why are interoperability and enforced standards crucial to widespread 
adoption of smart cards? 
Even though there are hundreds of smart card pilots exist around the world, users 
may not take a card from one country or scheme and use it in another. An industry-wide 
trend toward interoperability and open platforms is now emerging, enabling the 
development of cards and applications that will work together in open environments. To 
do this, the industry must examine the business and technical issues surrounding the need 
for standardized interfaces between cards, terminals and slots, which is the key to 
securing dramatic growth for the industry. The International Organization for 
Standardization (ISO) has developed standards for smart cards. These standards were 
developed by multiple industries. Individual industries are now developing proprietary 
versions of these ISO standards to support their own specific smart card applications. 
There are numerous standards developed by members of the Forum, and others, to 
support and promote smart card standards. 
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1.1.4 Contact vs Contactless 
Smart cards have two different types of interfaces: contact and contactless. 
Contact smart cards are inserted into a smart card reader, making physical contact with 
the reader. However, contactless smart cards have an antenna embedded inside the card 
that enables it to communicate with the reader without physical contact. The contactless 
smart card has a wider range of usage than the contact one, such as in different weather 
environment, more user friendly, faster truncation speed, easy for storage, higher security. 
However, it still has several disadvantages, such as limiting power, reconfiguration 
difficulty, lower computation power and higher production cost. 
1.1.5 How secure and confidential contactless smart cards are? 
‘Contactless smart cards actually offer more security and confidentiality than other 
financial information or transaction storage vehicles, making it a perfect solution for e-
commerce transactions. A contactless smart card is a safe place to store valuable 
information such as private keys, account numbers, passwords, or personal information. 
It's also a secure place to perform processes that one doesn't want exposed to the world, 
for example, performing a public key or private key encryption. 
1.1.6 Contactless Smart Card Application 
Contactless smart cards are widely used in commercial fields as stored-value and 
secure storage cards. 
1.1.6.1 Banking and Loyalty 
In the increasing competitive and fast-changing business of banking and finance 
services, banks are seeking to bring new value-added services to their customers such as 
14 
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cash bonus point. Contactless smart card technology offers enormous opportunities 
through its ability to deploy and manage multiple applications on a wallet-sized plastic 
card. The contactless smart card also promises to resolve security issues through 
increasingly sophisticated methods of protection against theft and fraud. 
1.1.6.2 Transportation 
Contactless smart card has been proven to be the most effective means for 
handling mass transactions. A popular example in Hong Kong is the use of Octopus card 
for charging transportation fees. 
1.1.6.3 Healthcare 
As smart cards are portable and capable of protecting confidential data across 
electronic networks, they are ideal for storing medical records, personal contact 
information and emergency medical data. On a trial basis, the Hospital Authority has 
adopted contactless smart card for her Patient Card. 
1.1.6.4 Electronic Payment 
As contactless smart card is portable, tamper-resistant and capable of processing 
data, it is a suitable device for holding digital cash. 
1.1.6.5 Physical 
Contactless smart cards can be personalized to control access to restricted 
facilities, depending on user privileges and time restrictions. For example, campus 
identity card of universities and residential card is adopted in some private estates. 
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1.1.7 What are the major benefits that Contactless smart cards offer to 
consumers? 
Contactless smart cards contain unique features that bring many benefits to both 
consumers and issuing organizations: 
Security • chip is tamper-resistant 
• information stored on the card can be PIN code and/or read-write 
protected 
• capable of performing encryption 
• each contactless smart card has its own, unique serial number 
Intelligence • capable of processing, not just storing information 
• contactless smart cards can communicate with computing devices 
through a reader 
• information and applications on a card can be updated without issuing 
a new card 
Convenience • chip is tamper-resistant 
• contactless smart cards provide a portable, easy to use 
1.2 Design Motivation 
As stated above, the market of contactless smart card is very large which has a 
high development potential. Almost all the contactless smart cards in the market are 
designed to run in synchronous module. There are more and more operations to process 
in each transaction, but the emitted power from the reader is limited. On the following, 
16 
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we will introduce an asynchronous circuit technology in the contactless smart card. Using 
asynchronous circuit has several advantages, such as low power consumption, lower start 
up power, no clock skew, automatically adopt the operate frequency and higher security 
etc. There has a very high potential for applying an asynchronous circuit system in 
contactless smart card. The data must be highly protected in the contactless smart card, so 
the encryption becomes important. In this thesis, I have realized one of the highest 
security standard in the world, DES, by asynchronous circuit system which will be used 
in a contactless smart card. This aynchronous DES has low power consumption 
properties, which is very suitable in a contactless smart card. On the other hand, the 
contactless smart card can do more processes in each transaction. On the following 
chapters, I will introduce a RF part receiver of the contactless smart card, DES 
architecture and asynchronous circuit structure, and how to implement the asynchronous 
DES in contactless smart card. Finally, the layout, simulation result and the testing result 
will be shown. 
1.3 RF part interface 
With RF as the media, data can be communicated between a card reader and a 
contactless smart card. Data transmission between a reader and a contactless smart card is 
by electromagnetic wave. Apart from providing the power for the contactless smart card, 
the data embedded inside can be demodulated out and processed by the digital part. In 
addition, the contactless smart card can send the modulated signal back to the reader for 
storage and calculation. 
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This RF circuit is designed in compliance with the contactless smart card standard 
(ISO 14443 type B). According to the characteristics of 10% ASK modulation signal with 
NRZ coding, circuits for the power supply generation and data modulation have been 
designed. According to this standard, the signal from the reader to the contactless card 
operates at 13.56MHz 士 7KHz carrier frequency and the baud rate is 106K bit/second. On 
the other hand, the signal transmitted back to the reader operates at 847KHz carrier 
frequency with the BPSK loading modulation. The RF circuit mainly contains four parts : 
Full Wave Rectifier (FWR), Power On circuit (PO), Modulation circuit (MO) and 
Demodulation circuit (DE) as shown in Figure 1. 
—•( FWR PO V - W DE \——r-d 
antenna S i ^ ^ J f Digital Part 
( MO *   
I ^ RF part 
Figure 1 Different parts of RF circuit 
1.3.1 Properties of the type B signal 
� lOo/o ASK modulation, demodulation more complicated 
� Do not need a decoding circuit inside the contactless smart card 
� Power receive more steady 
Contactless smart card does not contain any battery, it gets its power through 
electromagnetic induction when interacting with the reader. The received signal from the 
reader will undergo rectifying, filtering and regulating processes to deliver a DC voltage 
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supply inside the contactless smart card. The RF part is the communication interface 
between the reader and the contactless smart card. The RF part can demodulate the 
received signal and then forwards the data carried by the signal to the digital part for 
further operation. Moreover, the RF part can modulate any outgoing data and send it 
back to the reader through the same wireless coupling. The RF interface circuit, as shown 
in Figure 2, basically consists of the FWR, Power On circuit (includes filtering and 
regulating circuits), modulation circuit and demodulation circuit. 
VDD 
|<r FWR y ^ POWER ON Modulator 
( _ _ " 4 t . 1 h I J 
V V V I y 11 夕 
Demodulator Data ^ Digital Part Data out 
i ？ 
Figure 2 The RF interface circuit 
1.4 Potential advantages of using asynchronous circuit 
Using asynchronous circuit technique in a contactless smart card has several 
advantages such as a relatively smoother flow of current being drawn, the chip is active 
only when there is data to be processed, low start up power, and more tolerable to supply 
level fluctuation. A contactless smart card comes alive only when the card is placed near 
the reader. With this characteristic, using asynchronous technique is more advantageous 
than synchronous technique. An asynchronous contacless smart card does not need to 
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evoke all parts at the same time, but only evoke those parts that expect data to arrive. As 
a result, it will draw less start up power and the peak of start up current will be lower. 
The asynchronous circuit can continue to work in a wide range of the voltage supply, so 
it can automatically adopt its operating speed 
Comparing with synchronous system, asynchronous system has less restriction on 
the timing and basically has no global clock in the system. As a result, asynchronous 
design methodology has several potential advantages over its counter part, the 
characteristics of the asynchronous design are: 
1) No clock skew 
Clock skew is the difference in arrival times of the clock signal between different 
parts of the circuit or system. As synchronous systems rely on the clock signal to trigger 
m 
its functional blocks, synchronous systems often need to slow down the circuits to 
accommodate the skew for matching. In current VLSI design, as the feature size become 
smaller and smaller, the routing delay becomes dominating and so, clock skew becomes a 
major factor that limiting the performance of a synchronous system. For asynchronous 
system, by definition, it has no globally distributed clock signal and so there is no clock 
skew in asynchronous system. 
2) Lower initial and operating power 
In typical synchronous system, the clock signal is connected to all parts of the 
sub-circuits and the clock line must be toggled even only a small potion of the sub-
circuits is involved in the current computation. In practice, most of the circuits in a 
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synchronous system are not in use during computation which is wasting power. For 
asynchronous system, although most of the asynchronous design methodology tends to 
require more transitions on the data signals, the transitions is only localized in the area 
involved in the current computation and so, less power will be wasted. This property is 
very useful in the contactless smart card. At the beginning, the contactless smart card 
only receives a very little power which cannot evoke all the circuit blocks in the 
traditional synchronous contactless smart card. However, the asynchronous one can be 
operated, by involving only few parts of the circuits on starting. So the starting power of 
the asynchronous circuit is lower than the synchronous one. 
3) Average-case performance 
In synchronous system, all the sub-circuits must wait for the clock signal until all 
possible computations have completed before latching the results. As a result, a designer 
must ensure the synchronous system is able to work in the worst-case condition which 
yields the worst-case performance. For the asynchronous system that senses the 
completion of the computation, the sub-circuits can process the input signals as soon as 
the signals are valid and so, average-case performance can be achieved. 
It is because the asynchronous circuit can operate in a wide range of the power 
supply, the asynchronous contactless smart card can automatically adopt their operating 
speed by the varying power of the reader. Unlike the synchronous one, the speed is 
restricted to certain value, if the supply power cannot fulfill the requirement, the card will 
not operate. So the asynchronous contactless smart card can operate in a wide range of 
the environment, such as during snowing, raining, or in the desert etc. 
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4) Ease of global timing issue and external input handling 
As the performance of synchronous system is dictated by the slowest path, most 
portions of a circuit, including rarely used portions, must be carefully optimized to 
achieve the highest performance. In addition, when two independent synchronous 
systems exchange their data, synchronization between the two systems may be necessary, 
as the phase and the frequency of the clock of the two systems may be different. For 
asynchronous system, the system performance will not be largely decreased if the 
connecting parts are not optimized. Besides, an asynchronous system can easily accept 
inputs from other asynchronous system by the build-in handshake communication such 
that no synchronization between the two systems is needed. 
5) Better technology migration 
Integrated circuits will always be implemented in several different technologies 
during their lifetime. Early system or prototype will be implemented in FPGA or gate 
array for fast market entry or testing. While the later one may be implemented in semi-
custom or full custom to have better performance. In synchronous system, we can only 
obtain better performance by migrating all system components to new technology since 
the system performance is based on the worst-case path. For most of the asynchronous 
systems, only those critical system components migrated to new technology can improve 
the average system performance, as the performance is only dependent on the current 
active path. 
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1.5 Design methodology for asynchronous circuit 
As there is no global clock to govern the operation of an asynchronous circuit, 
designer needs to take care every intermediate signal transitions and ensure that hazards 
must be removed from the circuit, or not to be introduced in the first place, to avoid 
incorrect result. As a result, a more complicated control or handshake circuit is needed. 
Many methodologies or circuit structures have been proposed for asynchronous circuit 
design. They can be classified into bounded-delay and delay-insensitive circuits. 
In a bounded-delay circuit, the delay in all circuit elements and wires are assumed to be 
known, or at least bounded. As a result, designer can eliminate the hazards by adding 
delay element to wait for all possible intermediate signal transitions to be settled down or 
to wait for the report on the completion of computation. This approach is similar to 
synchronous design except that in a bounded-delay asynchronous circuit, the delay of 
each delay path is not necessary assumed to be the same. 
Huffman and Burst-mode circuits are two of the synthesis methods that belong to 
bounded-delay circuit. Both of them use the approach of asynchronous finite state 
machine (AFSM). Another approach is bimdled-data which uses one extra control line for 
each data word to represent the validity of the data word. The delay of the control line 
should be longer than that in each data line. Figure 3 shows the block diagram of standard 
bimdled-data circuit. The matched delay is used to model the worst-case delay of the 
functional block. Speculative completion [1] is a method to improve the bundled-data 
circuit which makes use of several different matched delays: a worst-case model delay 
and one or more early-completion delays. Abort detection network is used for each early-
completion delay to abort the report of the early completion of the worst-case data. 
23 
An Asynchronous DES in Contactless Smartcard 
Matched delay 
req ——聊——> ack 
\ Functional I \ 
——/ 歸 — — ^ 
Figure 3 Block Diagram of standard bundled-data datapath. 
Although the bounded-delay design methodology can help to reduce the hazard of 
asynchronous circuit, the methodology actually applies some assumption similar to 
synchronous circuit. As a result, its performance cannot reach those theoretically stated 
for asynchronous machine. Most obviously, delay elements must be added to avoid 
certain hazard cases and so, the performance is decreased. On the other hand, circuit 
elements and logic cells must assume the worst-case in both input data and physical 
properties when inserting delays which lead to worst-case behavior. Besides, the circuit 
still suffers from so called additive skew. Imagine that there are three bonded-delay 
circuits connected in series. The inputs to the first circuit must obey not only the input 
timing constraints itself, but also those input timing constraints of the two circuits 
following. The origin of the problem is the difference between the minimum and 
maximum propagation delays through the stages of the circuit. On the one hand, the 
problem can be overcome by adding explicit flow-control to the system such as request-
V 
acknowledgment protocol. On the other hand, this will introduce overhead to the system 
and decrease the system performance. 
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Besides bounded-delay circuit, delay-insensitive circuit is another architecture to 
implement asynchronous circuit. It uses a delay model completely opposite to the 
bounded-delay model. It does not assume the delays in circuit elements and wires are 
bounded. And so, no matter how long a circuit waits, there is no guarantee that the input 
will be properly received. As a result, completion detection circuitry is needed to detect 
and report the completion of a logic element or functional block. Current sensing[2] and 
dual-rail coding are two methods for completion detection. 
The principle of current sensing completion detection is based on large current 
change between static state and switching state for standard CMOS logic. A CMOS logic 
gate nearly takes no current in static state but draws a large switching current to charge or 
discharge the output. As a result, one can put current sensors in between power supply 
and the CMOS gate to monitor the current flow of the logic gate and thus, determinate 
whether the gate is in static state (completed) or switching state (not completed). 
Beside monitoring the current, we can also say that the operation of a logic gate 
will be completed if there are logic transition (high-to-low or low-to-high). But it is not 
the necessary condition for detecting the completion as it does not include the cases that 
the output remains unchanged (e.g. output of AND gate remains ‘0，as input changes 
form '00' to ‘01’）. Dual-rail coding is a technique to modify the convention of the output 
logic of logic element such that we can detect the completion directly from the transition 
of the output logic. By dual-rail coding, the output logic of a logic gate will have 3 
possibilities ("completed high", "completed low" and "not complete") instead of 2 
possibilities ("high" and "low"). As there are 3 possibilities for the output value, 2 bits 
(rails or wires) is needed to represent the output logic, e.g. Table 1. The operation of the 
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logic gate must involve the transition form "not complete" to "completed high/low" and 
then back to "not complete". As a result, logic transition must be occurred when the 
operation of the logic gate is going to complete and so, complete detection is possible. 
Differential Cascode Voltage Switch Logic (DCVSL，Figure 4) is an example of circuit 
structure that apply dual-rail coding [3]. 
Bit pattern Output logic 
00 Not complete 
01 Completed low 
10 Completed high 
11 Invalid 
.. Table 1 The representation of output logic in dual-rail coding. 
VDD V D D 
D • C V 
「 ， c o m 
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Tree Tree 
• 
Figure 4 A Differential Cascode Voltage Switch Logic Cell. 
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Unlike bounded-delay circuit, delay-insensitive circuit can have all the property 
of asynchronous circuit. Designer is forced to put some kind of handshake protocol into 
delay-insensitive circuit, as complete detection is required in delay-insensitive circuit. As 
a result, additive skew can be removed. On the other hand, delay-insensitive circuit 
usually has more overheads on complete detection and control circuit than bounded-delay 
circuit. These overheads will decrease the performance of the delay-insensitive circuit 
and the penalty may be too big that cancels out the benefit from delay-insensitive circuit. 
1.5.1 Difficulty and limitation of asynchronous design 
Although asynchronous design has so many advantages, synchronous design is 
still common use in the Chip designing because the asynchronous design contains many 
limitation and difficulty on designing which cannot be easily overcome. As stated above, 
asynchronous design must take care of hazard in the system. Designer will take a long 
time on eliminating the hazard particularly in bounded-delay circuit, in which no one 
knows the exact delay for the wires before actual routing. Moreover, current VLSI design 
is highly dependent on the use of CAD tool, but the existing CAD tools are mainly 
designed for synchronous circuit such that designer has more concerns during 
implementation which decrease the designing efficiency. In addition, in either bounded-
delay or delay-insensitive circuit, delays or overheads must be added to the control of the 
system that will decrease the system performance. As a result, the penalty sometimes 
may be greater than the benefit, so asynchronous methodology becomes less attractive. 
In the future, if the technology has been improved, the chip size will besmaller 
and smaller. Then the clock skew becomes a serious problem in thesynchronous design. 
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It will limit the operating frequency, more people willdiscuss and design an asynchronous 
design to replace the synchronous one. In thefUture，it will have a great chance to 
dominate the VLSI design. 
1.5.2 Asynchronous pipeline 
The DES design in the contactless smart card uses an asynchronous pipeline 
structure, it is not fully utilized when power and size are considered. Firstly I will 
introduce the architecture of asynchronous pipeline while the partial asynchronous 
pipeline will be described later. 
The difference between an asynchronous pipeline and a synchronous pipeline is 
that, in a synchronous pipeline, all stages are controlled by the same signal, the clock 
signal, while in an asynchronous pipeline, localized handshake signal is used instead of 
the global clock signal. Figure 5 shows a typical architecture of a synchronous pipeline. 
In each stage, input data will be processed by the combinational logic. After processing, 
the output of the combinational logic will be latched for the operation of the next stage. 
The clock duration must be large enough to complete processing of all combinational 
logic and so, all the glitch or hazard from the combinational logic can be filtered out. 
Stage 1 Stage 2 Stage 3 
. • ii• III • . • 
cd . • cd cd G . c g In -2 o .... o -2 o Out 
.。’午 , g A o o o 
. : : ( J = U U 
Clock ^  
Figure 5 The architecture of synchronous pipeline. 
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The classical asynchronous pipeline architecture that makes use of DCVSL as 
logic cell is shown in Figure 6[4]. It is clearly see that the global clock signal is replaced 
by the handshake part to manage the data flow and the operation sequence between two 
pipeline stages. By the dual-rail coding of the DCVSL, completion of each stage can be 
detected from the data outputs of each stage and so, hazard or glitch can be eliminated. 
The asynchronous pipeline uses 4-phase handshake protocol as shown in Figure 7. The 
operation of the DCVSL cells can be divided into the precharge phase and the evaluation 
phase that are controlled by the C-element in each of the stage. The C-element is a logic 
cell that its output would be ‘0’ when all its inputs are ‘0，and its output would be ‘1’ 
when all its inputs are '1'. For other input patterns, the output of the C-element would be 
stayed at the pervious value. As a result, the DCVSL cell of a stage can only enter the 
precharge phase when both the pervious stage and the next stage finish the precharge 
phase and the evaluation phase respectively. Besides, the DCVSL cell of a stage can 
only enter the evaluation phase when both the pervious stage and the next stage finish the 
evaluation phase and precharge phase respectively. 
< accl acc2 acc3 
coml �c o m 2 
a I n a2_n a3—n 
DCVSL DCVSL ；" a l _ p � |a2_p a3_p 
Figure 6 A classical asynchronous pipeline architecture 
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Figure 7 The 4-phase handshake protocol in an asynchronous pipeline stage. 
The throughput of a pipeline system is dependent on the slowest stage in the 
pipeline system. In synchronous pipeline, the throughput or the clocking frequency is 
fixed and depends on the slowest stage under whatever input condition. But in 
asynchronous pipeline, the throughput is dynamic adjustable and only depends on the 
slowest stage in the current state of specific data input in this operation. As a result, the 
throughput of an asynchronous pipeline system is always faster or equal to the 
synchronous one under this measure. And also, as there is no global clock in 
asynchronous pipeline, asynchronous pipeline does not suffer the problem from the clock 
skew. 
Although there are many potential advantages in asynchronous pipeline, in 
practice, most of the asynchronous pipeline systems always need some complicated 
circuits to generate the handshake signals. The delay of these circuits may overweigh the 
advantages from the asynchronous pipeline. In this thesis, a new asynchronous circuit 
technique has been introduced and applied in the DES inside the contactless smart card. 
This new asynchronous circuit has simple and fast handshake cells. As a result, the 
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control overhead can be reduced and so, we can fully realize the benefit of the 
asynchronous pipeline. 
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2. Background Theory  
The Data Encryption Standard (DES), known as the Data Encryption Algorithm 
(DEA) by ANSI(l) and the DEA-1 by the ISO, has been being the worldwide standard 
for 20 years. Although it is showing signs of old age, it has held up remarkably well 
against years of cryptanalysis and is still secure against all but possibly the most powerful 
of adversaries. 
2.1 Description of DES 
DES is a block cipher; it encrypts data in 64-bit blocks. A 64-bit block of 
plaintext goes in one end of the algorithm and a 64-bit block of ciphertext comes out 
from the other end. DES is a symmetric algorithm: the same algorithm and key are used 
for both encryption and decryption (except for minor differences in the Key schedule). 
The key length is 56 bits. (The key usually expressed as a 64-bit number, but 
every eighth bit is used for parity checking and is ignored. These parity bits are the least 
significant bits of the key bytes,) the key can be any 56-bit number and can be changed in 
any time. A handful of numbers are considered weak keys, but they can easily be avoided. 
All security rests within the key. 
At its simplest level, the algorithm is nothing more than a combination of the two 
basic techniques of encryption: confusion and diffusion. The fundamental building block 
of DES is a single combination of these techniques (a substitution followed by a 
permutation) on the text, based on the key. This is known as a round. DES has 16 rounds; 
it applies the same combination of techniques on the plaintext block 16 times which has 
shown on the Figure 8. 
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The algorithm uses only standard arithmetic and logical operations on the 
numbers of 64 bits at most, so it was easily implemented in late 1970s hardware 
technology. The repetitive nature of the algorithm makes it ideal for use on a special-
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Figure 8 DES 
2.1.1 Outline of the Algorithm 
DES operates on a 64-bit block of plaintext. After an initial permutation, the 
block is broken into a right half and a left half, each 32 bits long. Then there are 16 
rounds of the identical operations, called Function F, in which the data are combined with 
the key. After the sixteenth rounds, the right and left halves are joined, and a final 
permutation (the inverse of the initial permutation) finishes off the algorithm. 
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Figure 9 One Round of DES 
In each round (see in Figure 9)，the key bits are shifted, and then 48 bits are 
selected from the 56 bits of the key. The right half of the data is expanded to 48 bits via 
an expansion permutation, combined with 48 bits of a shifted and permuted key via an 
XOR, sent through 8-Sboxes producing 32 new bits, and permuted again. These four 
operations make up Function F. The output of Function F is then combined with the left 
half via another XOR. The result of these operations becomes the new right half; the old 
right half becomes the new left half. These operations are repeated 16 times, making 16 
rounds of DES. 
If Bj is the result of the Vth iteration, Li and Rj are the Left and Right halves of B, 
Kj is the 48-bit key for round i, and F is the function that does all the substituting, 
permuting and performing XOR function with the key, then a rounds looks like: 
Li Ri 1 
Ri Li 1 f{Ri i,Ki) 
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2.1.2 Initial Permutation 
The initial permutation occurs before round 1; it transposes the input block as 
described in Table 2. This table, like all the other tables on the following, should be read 
from left to right and top to bottom. For example, the initial permutation moves bit 58 of 
the plaintext to bit position 1, bit 50 to bit position 2, bit 42 to bit position 3，and so forth. 
The initial permutation and the corresponding final permutation do not affect 
DES's security. As near as anyone can tell, its primary purpose is to make it easier to 
load plaintext and cipher text data into a DES chip in byte size pieces. Remember that 
DES predates 16-bit or 32-bit microprocessor busses. Since this bit-wise permutation is 
difficult in software (although it is trivial in hardware), many software implementations 
of DES leave out both the initial and final permutations. While this new algorithm is no 
less secure than DES, it does not follow the DES standard and should not be called DES. 
"58, 50’ 4 2， 3 4， 2 6， 1 8， 1 0， 2 , 6 0， 5 2 , 44，36’ 28，20，12，4， 
62，54，46，38’ 30，22，14，6， 64，56, 48’ 40，32, 24, 16, 8’ 
57， 49， 41, 33， 25, 17， 9， 1， 59, 51, 43， 35, 27, 19, 11, 3’ 
61，53，45, 37，29, 21，13，5, 63, 55，47，39，31，23, 15, 7 
.Table llnitial Permutation — 
2.1.3 Key Transformation 
Initially, the 64-bit DES key is reduced to a 56-bit key by ignoring every eighth 
bit. This is described in Table 3, these bits can be used as parity check to ensure the key 
is error-free. After the 56-bit key is extracted, a different 48-bit sub-key is generated for 
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each of the 16 rounds of DES. These sub-keys, Kj, are determined in the following 
manner. 
First, the 56-bit key is divided into two 28-bit halves. Then, the halves are 
circularly shifted left by either one or two bits, depending on the round. This shift is 
given in Table 4. 
After being shifted, 48 out of the 56 bits are selected. Because of this operation 
permutes the order of the bits as well as selects a subset of bits, it is called a compression 
permutation. This operation provides a subset of 48 bits. Table 5 defines the compression 
permutation, which is also called the permuted choice. For example, the bit in position 33 
of the shifted key moves to position 35 of the output, and the bit in position 18 of the 
shifted key is ignored. 
Because of the shifting, a different subset of key bits is used in each sub-key. 
Each bit is used in approximately 14 of the 16 sub-keys, although not all bits are used 
exactly the same number of times. 
^ ^ 1 1 , 9 , 5 0 , H ^ 
10， 2, 59， 51, 43’ 35’ 27, 19， 11， 3， 60, 52, 44， 36, 
63， 55, 47, 39， 31, 23, 15， 7， 62, 54, 46， 38， 30， 22, 
14， 6， 61， 53, 45， 37, 29， 21, 13, 5, 28, 20， 12, 4 
Table 3Key Permutation 
— R o u n d i 2 3 4 5 6 7 8 9 1 0 H 1 2 1 3 1 4 1 5 ~ ~ 
Number 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1 
Table 4Number of Key Bits Shifted per Round 
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n , 24, 1； 5； 3, 6, 2 \ , ^ 
23’ 19， 12， 4， 26， 8， 16， 7， 27， 20, 13， 2, 
41， 52, 31， 37, 47， 55， 30， 40， 51, 45， 33, 48， 
44, 49， 39， 56, 34， 53, 46， 42, 50, 36， 29， 32 
Table SCompression Permutation 
2.1.4 Expansion Permutation 
This operation expands the right of the data, Rj, form 32 bits to 48 bits. Because 
this operation changes the order of the bits as well as repeating certain bits, it is known as 
an expansion permutation. This operation has two purposes: it makes the right half the 
same size as the key for the XOR operation and it provides a longer result that can be 
compressed during the substitution operation. However, neither of those is its main 
cryptography purpose. By allowing one bit to affect two substitutions, the dependency of 
the output bits on the input bits spreads faster. This is called an avalanche effect. DES is 
designed to reach the condition of having every bit of the cipher text depend on every bit 
of the plaintext and every bit of the key as quickly as possible. 
Figure 10 defines the expansion permutation. This is sometimes called E-box. For 
each 4-bit input block, the first and fourth bits each represent two bits of the output block, 
while the second and third bits each represent one bit of the output block. Table 6 shows 
which output positions correspond to which input position. For example, the bit in 
position 3 of the input block moves to position 4 of the output block, and the bit in 
position 21 of the input block moves to position 30 and 32 of the output block. 
37 
An Asynchronous DES in Contactless Smartcard 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 
！ 二 二 ¥ • 
48 
1 2 3 4 5 6 7 8 9 10 1112 1314 15 16 1718 1920 21 22 2324 
Figure 10 Expansion Permutation 
h % ^ 4； 5； 4, ^ 6, 7； S, 9 , ^ 
8, ” 9， 10， 11， 12’ 13, 12, 13， 14, 15’ 16， 17, 
16, 17， 18, 19， 20， 21， 20， 21， 22, 23, 24, 25， 
24， 25, 26, 27, 28， 29， 28, 29， 30， 31, 32， 1 
Table 6 Expansion Permutation 
2.1.5 S-box Substitution 
After the compressed key is operated with XOR function with the expanded block, 
the 48-bit result moves to a substitution operation. The substitutions are performed by 
eight substitution boxes, or S-boxes. Each S-box has a 6-bit input and a 4-bit output, and 
there are eight different S-boxes. (The total memory requirement for the eight DES S-
boxes is 256 bytes.) The 48 bits are divided into eight 6-bit sub-blocks. Each separate 
block is operated by a separate S-box: The first block is operated by S-box 1，the second 
block is operated by S-box 2，and so on as shown in Figure 11. 
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Each S-box is a table with 4 rows and 16 columns. Each entry in the box is a 4-bit 
number. The 6 input bits of the S-box indicates the row and column to look for the output. 
Table 7 shows all eight S-boxes. 
The input bits specify an entry in the S-box in a very particular manner. Consider 
an S-box input of 6 bits, labeled bi, bj, ba, b4, bs and be. Bits bi and b6 are combined to 
form a 2-bit number, from 0 to 3，which corresponds to a row in the table. The middle 4 
bits, h j through bs, are combined to form a 4-bit number, from 0 to 15, which corresponds 
to a column in the table. 
For example, assume that the input to the sixth S-box (i.e., bits 31 through 36 of 
the XOR function) is 110011. The first and last bits combine to form 11，which 
corresponds to row 3 of the sixth S-box. The middle 4 bits combine 1001, which 
corresponds to the column 9 of the same S-box. The entry under row 3，column 9 of the 
S-box 6 is 14. (Remember to count rows and columns 0 and not form 1.) The value 1110 
is substituted for 110011. 
It is, of course, far easier to implement the S-boxes in software as 64-entry arrays. 
It needs some rearranging of the entries to do this, but that is not hard. (Don't just change 
the indexing without rearranging the entries. The S-boxes are designed very carefully.) 
However, this way of describing the S-boxes helps visualize how they work. Each S-box 
can be viewed as a substitution function on a 4-bit entry: b2 through bs go in, and a 4-bit 
result comes out. Bits bi and b6 come from neighboring blocks; they select one of the 
four substitution functions available in the particular S-box. 
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The S-box substitution is the critical step in DES. The other operations of the 
algorithm are linear and easy to analyze. The S-boxes are nonlinear and, more than 
anything else give DES its security. 
The result of this substitution phase is eight 4-bit blocks which are recombined 
into a single 32-bit block. This block moves to the next step: the P-box permutation. 
48-bit Input  
U U U U H U U f f U 
(^ ^^ l^oxl^  (^-hoiO^ (^ 4)0X8^  
32-bit output  
Figure 11 S-box substitution 
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S-box 1: 
14,4,13,1,2,15,11,8,3, 10’ 6’ 12,5, 9, 0,7, 
0, 15, 7’ 4, 14,2,13,1,10, 6’ 12’ 11’ 9’ 5’ 3’ 8’ 
4,1,14’ 8,13,6, 2, 11, 15, 12, 9,7, 3’ 10, 5,0, 
15’ 12’ 8,2,4’ 9，1,7,5’ 11,3’ 14，10’ 0’ 6, 13, 
S-box 2: 
15,1,8,14,6,11,3,4, 9, 7,2,13, 12’ 0，5’ 10， 
3, 13,4’ 7，15’ 2, 8’ 14’ 12’ 0’ 1, 10,6, 9，11,5, 
0’ 14, 7, 11, 10,4’ 13，1,5, 8’ 12’ 6’ 9’ 3’ 2’ 15’ 
13, 8，10, 1,3, 15, 4,2, 11,6, 7, 12,0，5’ 14, 9, 
S-box 3: 
10’ 0，9’ 14, 6’ 3’ 15,5, 1, 13’ 12, 7’ 11,4, 2,8, 
13,7, 0, 9,3,4, 6, 10，2, 8’ 5’ 14’ 12, 11, 15’ 1’ “ 
13,6, 4’ 9,8, 15’ 3’ 0,11’ 1,2’ 12’ 5’ 10’ 14’ 7’ 
1’ 10, 13,0’ 6, 9, 8’ 7’ 4’ 15’ 14，3’ 11’ 5, 2, 12, 
S-box 4: 
7’ 13’ 14,3,0, 6’ 9,10,1,2, 8’ 5,11,12，4, 15, 
13, 8’ 11’ 5’ 6’ 15’ 0’ 3’ 4’ 7’ 2, 12’ 1’ 10, 14, 9, 
10, 6, 9’ 0，12，11,7, 13’ 15，1,3’ 14’ 5，2’ 8,4, 
3’ 15,0，6’ 10’ 1,13’ 8，9, 4’ 5’ 11’ 12’ 7，2’ 14, 
S-box 5: 
2’ 12, 4,1,7’ 10’ 11, 6, 8’ 5, 3’ 15’ 13’ 0, 14’ 9, 
14’ 11’ 2’ 12,4, 7, 13’ 1,5, 0’ 15’ 10’ 3, 9’ 8,6, 
4，2，1’ 11, 10’ 13, 7，8, 15’ 9, 12, 5’ 6’ 3’ 0’ 14, 
11,8,12，7,1，14’ 2’ 13，6’ 15’ 0,9, 10,4’ 5,3, 
S-box 6: 
12’ 1’ 10, 15,9, 2’ 6’ 8,0, 13,3,4, 14, 7,5’ 11, 
10’ 15，4，2, 7’ 12, 9,5,6’ 1’ 13’ 14,0, 11,3,8, 
9’ 14’ 15’ 5’ 2’ 8’ 12’ 3，7’ 0’ 4,10,1,13,11,6, 
4, 3,2, 12,9, 5’ 15’ 10’ 11’ 14, 1,7,6, 0, 8’ 13, 
S-box 7: 
4, 11’ 2, 14’ 15’ 0, 8’ 13,3, 12’ 9,7, 5’ 10, 6, 1, 
13,0’ 11’ 7’ 4, 9’ 1，10，14，3’ 5’ 12’ 2, 15’ 8’ 6’ 
1,4, 11, 13’ 12’ 3’ 7’ 14, 10, 15’ 6’ 8’ 0’ 5’ 9,2, 
‘ 6, 11, 13’ 8, 1,4, 10, 7’ 9, 5,0’ 15’ 14’ 2，3’ 12, 
S-box 8: 
13,2, 8’ 4’ 6’ 15’ 11’ 1’ 10’ 9, 3’ 14，5,0, 12,7, 
1, 15’ 13,8’ 10, 3,7, 4’ 12’ 5, 6, 11,0, 14’ 9,2, 
7,11,4,1,9,12,14,2,0, 6’ 10，13, 15’ 3’ 5,8, 
2, 1, 14’ 7,4’ 10’ 8’ 13’ 15’ 12’ 9,0’ 3’ 5,6，11 
Table 7 S-Boxes 
2.1.6 P-Box Permutation 
The 32-bit output of the S-box substitution is permuted according to a P-box. This 
permutation maps each input bit to an output position; no bits are used twice and no bits 
are ignored. This is called a straight permutation or just a permutation. Table 8 shows the 
position to which bits moves to which bits. For example, bit 21 moves to bit 4，while bit 4 
moves to bit 31. 
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Finally, the result of the P-box permutation is operated with XOR function with 
the left half of the initial 64-bit block. Then the left and right halves are switched and 
another round begins. 
1 6，7，2 0 , 21’ 29, 12，28, 17, 1，1 5，2 3，2 6，5，1 8，3 1 , . 10， 
2, 8， 24， 14， 32， 27， 3’ 9， 19， 13, 30, 6， 22, 11， 4， 25 
Table 8 P-Box Permutation 
2.1.7 Final Permutation 
The final permutation is the inverse of the initial permutation and is described in 
Table 9. Note that the left and right halves are not exchanged after the last round of DES; 
instead, the concatenated block RieLie is used as the input to the final permutation. 
There's nothing going on here; exchanging the halves and shifting around the 
permutation would yield exactly the same result. This is why the algorithm can be used to 
both encrypt and decrypt. 
4 0 ， 8 , 4 8 ’ 16，56, 24, 64，32，39，7，47, 15, 55, 23，63，31’ 
38，6, 46, 14，54，22，62, 30，37’ 5， 45’ 13，53, 21, 61，29, 
36，4, 44, 12，52，20; 60，28, 35, 3， 43，11, 51, 19，59, 27, 
34， 2， 42， 10,. 50, 18， 58， 26， 33, 1， 41， 9， 49， 17, 57, 25 
Table 9 Final Permutation 
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2.1.8 Decrypting DES 
After all the substitutions, permutations, XOR operation, and shifting round, you 
might think that the decryption algorithm is completely different and just as confusing as 
the encryption algorithm. On the contrary, the various operations were chosen to produce 
a very useful property: The same algorithm works for both encryption and decryption. 
With DES, it is possible to use the same function to encrypt or decrypt a block. 
The only difference is that the keys must be shifted in the reverse order. The key shifts 
are a right shift (there is left shift in encryption) and the shift is given in Table 10. 
R o u n d 1 2 3 4 5 6 7 8 9 1 0 1 1 1 2 1 3 1 4 15 16 
Number 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1 1 
Table 10 Number of Key Bits Shifted per round in the encryption 
2.1.9'Security of DES 
People always concern with the security of DES [8]. These have been much 
speculation on the key length, number of iterations, and design of the S-boxes. The S-
boxes were particularly mysterious一all those constants, without any apparent reason as 
to why or what they're for. Although IBM claimed that the inner workings have been the 
result of 17 man-years of intensive cryptanalysis, some people still fear that the NSA 
embedded a trapdoor into the algorithm so that they would have an easy means for 
decrypting messages. 
2.1.10 Weak Keys 
Because of the way the initial key is modified to get a subkey for each round of 
the algorithm, certain initial keys are weak keys [9,10]. Remember that the initial value is 
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split into two halves, each half is shifted independently. If all the bits in each half are 
either 0 or 1，then the key used for any cycle of the algorithm is the same for all the 
cycles of the algorithm. This occurs if the key is entirely Is, entirely Os, of if one half of 
the key is entirely Is and the other half is entirely Os. Also, two of the weak keys have 
other properties that make them less secure [9]. 
The four weak keys are represented by hexadecimal notation as shown in Table 
11. (Remember that every eighth bit is a parity bit.) 
Additionally, some pairs of keys encrypt plaintext to the identical cipher text. In 
other words, one key in the pair can decrypt messages encrypted by the other key in the 
pair. This is due to the way in which DES generates sub-keys; instead of generating 16 
different sub-keys, these keys generate only two different sub-keys. Each of these sub-
keys is used eight times in the algorithm. These keys are called semi-weak keys, and are 
represented by hexadecimal notation as shown in Table 12. 
Weak Key Value (with parity bits) Actual Key 
0101 0101 0101 0101 0000000 0000000 
IFIF IFIF OEOE OEOE 0000000 FFFFFFF 
EOEOEOEO FlFl FlFl FFFFFFF 0000000 
FEFE FEFE FEFE FEFE FFFFFFF FFFFFFF 
Table 11 DES weak Keys 
Before condemning DES for having weak keys, consider that this list of 64 keys 
is minuscule compared to the total set of 72, 057, 594, 037，927, 936 possible keys. If you 
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~ 0 \ F E FE 0 1 m F E FE 01 I F I F F E FE OE OE FE FE 
IF EO EO IF OE Fl F1 OE FE FE EO EO FE FE F1 F1 
01 FE EO IF 01 FE Fl OE EO FE FE EO Fl FE FE Fl 
01 EO FE IF 01 Fl FE OE FE EO EO FE FE Fl Fl FE 
IF FE FE IF OE FE FE OE EO EO FE FE Fl Fl FE FE 
Table 13 DES possibly Weak Keys 
2.1.11 Algebraic Structure 
All possible 64-bit plaintext blocks can be mapped into all possible 64-bit cipher 
text blocks in different ways. The DES algorithm, with its 56-bit keys, gives us of 
these mappings. Using multiple encryptions, it seems possible to reach a larger portion of 
those possible mappings. However, this is only true if the DES operation does not have 
certain algebraic structures. 
In other words, the DES encryption operation would form a group, and encrypting 
a set of plaintext blocks with Ki followed by K2 would be identical to encrypting the 
blocks with K3. Even worse, DES would be vulnerable to a meet-in-the-middle known-
Oft  plaintext attack that runs in only 2 steps [11].Triple encryption would be useless. 
2.1.12 Key Length 
IBM's original submission to NBS (National Bureau of Standards) had a 112-bit 
key. By the time the DES became a standard that was reduced to a 56-bit key, many 
cryptographers argued for the longer key. Their arguments centered on the possibility of a 
brute-force attack. 
In 1976 and 1977，Diffie and Hellman argued that a special purpose DES-
cracking parallel computer could recover the key in a day and cost $20 million. In 1981， 
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Diffie upped this to a two-day search time and cost $50 million [12]. Diffie and Hellman 
then argued that this was out of reach for everybody except organizations like the NSA. 
Hellman [13] presented another argument against the small key size: By trading 
memory space for time, it would be possible to speed up the searching process. He 
suggested the possibility on using the computer and storing possible results of 
encrypting a single plaintext block under every possible key. As a result, to break an 
unknown key required the cryptanalyst to insert the plaintext block into the encryption 
stream, recover the resulting cipher text, and look up the key. Hellman pegged the cost of 
this cracking machine at $5 million. 
Argument for and against the existence of a DES-cracker lurking in some 
government basement somewhere continue. Several people pointed out that the mean 
time between failures for the DES chips would never be high enough to ensure that the 
machine would work. This objection was shown to be superfluous [14]. Other suggested 
ways to speed up the process even further and to reduce the effects of chip failures. 
Meanwhile, hardware implementations of the DES slowly approached the 
million-encryptions-per-second requirement of Diffie and Hellman's special-purpose 
machine. In 1984 DES chips capable of performing 256,000 encryptions per second had 
been produced [15,16]. By 1987, chips performing 512,000 encryptions per second were 
developed, and a version capable of checking over a million keys per second was feasible 
[17，18]. And in 1993，Michael Wiener designed a $1 million machine that could 
complete a brute-force attack against DES in an average of 3.5 hours. 
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No one is publicly admitted to build this machine, although it is a reasonable 
assumption that someone is admitted. A million dollars is not a lot of money to a large or 
just a medium sized country. 
2.1.13 Number of Rounds 
Why 16 rounds but not 32 rounds? After five rounds every cipher text bit is a 
function of every plaintext bit and every key bit [19,20], and after eight rounds the cipher 
text was essentially a random function of every plaintext bit and every key bit [21]. So 
why not stop after eight rounds? 
Over the years, variants of DES with a reduced number of rounds have been 
successfully attacked. DES with three or four rounds was easily broken in 1982 [22]. 
DES with six rounds fell some years later [23]. Biham and Shamir's differential 
cryptanalysis explained this as well: DES with any number of rounds fewer than 16 could 
be broken with a known plaintext attack more efficiently than by a brute-force attack. 
Certainly brute-force is a much more likely attack, but it is interesting that the algorithm 
has exactly 16 rounds. 
2.1.14 Design of the S-Boxes 
In addition to being accused of reducing the key length, NSA was also accused of 
modifying the contents of the S-boxes. When pressed for design justification for the S-
boxes，the NSA indicated that elements of the algorithm's design were "sensitive" and 
would not be made public. Many cryptographers were concerned that the NSA-designed 
S-boxes hid a trapdoor, making it possible for them to easily cryptanalysis the algorithm. 
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Since then, considerable effort has gone into analyzing the design and operation 
of the S-boxes. In the mid-1970s, Lexar Corporation [24,25] and Bell Laboratories [26] 
examined the operation of the S-boxes. Neither analysis revealed any weaknesses, 
although both found inexplicable features. The S-boxes had more features in common 
with a linear transformation than one would expect if they were chosen at random. At the 
second workshop on DES, the National Security Agency revealed several design criteria 
behind the S-boxes [27]. This did nothing to quell people's suspicions, and the debate 
continued [28,29,30,31,32]. But the new one of the DES had strengthen to against certain 
attacks and the overall structure has also been found that appear to weaken the system. 
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3. RF part  
As state above, the contactless smart card's RF part can be separated into four 
parts: Power Induction, Modulation, Demodulation and Reset. On the following, I will 
introduce a RF part design of the contactless smart card from the Fimdan University [33], 
which I will use for testing my asynchronous DES chip. The detail of the circuit and the 
implementation method will be shown in the appendix. 
The radio signal comes from the card reader under 13.56MHz and using 10% 
ASK modulation. On the other hand, the data transmit back to the reader operates at 
847KHz carrier frequency with BPSK modulation. Contactless card does not have any 
battery inside, it gets its power through electromagnetic induction when interacting with 
the reader. The received signal from the reader will undergo rectifying, filtering and 
regulating to deliver a DC voltage supply inside the contactless card. The RF part is also 
the communication interface between the reader and the contactless card. The RF part can 
demodulate the received signal and then forwards the data carried by the signal to the 
digital part for further operation. On the other hand, the RF part can modulate any 
outgoing data and send it back to the reader through the same wireless coupling. The RF 
interface circuit as shown in Figure 12，which is basically constituted of the FWR, Power 
On circuit (including the filtering and regulating circuits), modulation circuit and 
demodulation circuit [33]. 
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Figure 12 The RF interface circuit 
3.1 Power On 
Power On circuit is composed of the rectifying circuit, filtering circuit and regulating 
circuit. The interface between contactless card and reader for the power induction can be 
model as shown in 
Figure 13. Signals radiate from LI in the reader, the contactless card receives the 
signal through L2. This signal used the Power On circuit to derive the required DC 
voltage for all operations in the contactless card. 
LI > L 2 S Cp ^ 
T ^ ? regulator 
• , � ~ ~ ^ T ^ Gnd 
Figure 13 The Power On Circuit 
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3.2 Power Induction 
From the Figure 14，the LI and L2 are the reader's antenna coil and the 
contactless card's antenna coil respectively. By ISO 14443-2 standard, the LI and L2 can 
induce together to generate a power under 13.56MHz frequency. The L2 can be modeled 
as a typical RLC circuit as shown in Figure 15. Using an impedance analyzer, we can get 
the impedance of L2 is Z = 363.4^1 and 9 = 88.93°. Assuming a carrier frequency of 
13.56MHz and using the following equations: 
Z ILf 
R Z cos T 
Z L Z sin T 
— ~ Z sin T ZC 




Figure 14 Computed principal of the Contactless smart card's antenna 
In the card reader, the emitted radial power can be fixed. The inducing voltage in 
the contatcless smart card depends on the radial power and the distance between the card 
reader and the contactless smart card. After we have the antenna's inductor, capacitor and 
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resistor value, we can apply one variable resistor across the capacitor. By changing the 
distance between the contactless smart card and the card reader, we can measure the 
voltage potential across the variable resistor. After getting a several sets of data, we can 
calculate the relative induce voltage in the antenna. 
言 M l 
i i . 
Figure 15 The antenna model circuit 
From Figure 15, the inductor and capacitor can be viewed as a vibrator. Its 
vibrating frequency is 13.56MHz. Vj is induced voltage and R\ is internal resistance 
inside the antenna, Rl is a variable resistor. When the distance between the contacless 
smart card and card reader is fixed, the induced voltage is stable. By changing the 
variable resistor to different value, a set of Vl voltage can be obtained. Then we can get 
the value of Rj and Vj. 
I have calculated the values of Rj and Vj in 5cm, 6cm and 10cm by: 
Vl iR. ijZL iR i——？―— 
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The VL value (peak to peak) in certain distance are shown as followed: 
R L 5cm 6cm 10cm 
910 n 27.03 22.50 8.06 
1800 ft 38.12 30.94 13.28 
Table 14 The VL value in certain distance and loading 
The induced voltage and the internal resistance can be calculated by the above equation, 
Distance (cm) I Vip (V) I R(n) 
"5 ^ 105.8 
~6 T m 117.2 
T o 140.7 
Table 15 Induced voltage and internal resistance in certain distance between contactless smart card 
and card reader 
3.3 Limiter and Regulator 
After rectifying, the voltage level can be more than lOV. If this supply voltage is 
directly applied to the contacless card, it will damage the circuit inside. On the other hand, 
when the distance between the reader and contactless card is varying, the induce voltage 
in the contactless card is also changing. So the limiting and regulating circuit has been 
introduced to provide a stable voltage supply so that the digital part can function 
normally. Here, we have set the minimum voltage supply to about 1.8V and limited the 
voltage under 6V. The relationship between the induced voltage in the antenna, Vj, with 
the regulated and limited voltage, Vri, under normal conditions* is shown in Figure 16. 
*normal condition means in the indoor environment under 23 °C 
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Voltage Response of the RF part 
•o 8 � 
• — z J e 6 _ ^ — — 
§ § z  
1 | 2 _ ^ 3 ^  n I 1 1 1 1 1 
^ .2 (t 2 4 6 8 10 12 
Induced votlage (Vi)  
min-voltage max-voltage ave-voltage 
Figure 16 The relationship between the induced voltage and the regulated voltage 
From the Figure 15, R represents the total resistance of the contactless smart card. 
The contactless smart card can achieve about 3.5V dc power supply by passing through 
the above circuit under a normal radiation from the card reader. 
‘ A c c o r d i n g to the IEEE3914 type B standard, the contactless smart card is 
receiving a 10% modulation signal. The difference of the magnitude between higher bit 
(bit 1) and lower bit (bit 0) is only within 10%, if using a simple one stage Limiter, the 
magnitude difference of the outcoming signal will further smaller, it will increase the 
difficulty on the demodulation. In the following sections, I will introduce a new type 
Limiter which can limit the signal between 3V to 6V. It prevents high voltage supply 
arriving to the digital part, arid at the same time it can supply enough voltage, allow the 
digital part works normally and keep the magnitude difference in an acceptable range. 
This outcoming signal from the Limiter will be put to the modulation part and Regulator 
part to keep the supply voltage more stable, which does not affect the receiving 
magnitude of each other. 
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3.4 Demodulation 
The communication between the contactless smart card and the reader is highly 
depending on demodulating the signal correctly, so the demodulation part is very 
important in the whole contactless card system. Since the contactless smart card cannot 
directly processing the ASK signal, the demodulation part has been introduced. 
It is because the IEEE3914 type B standard uses a 10% ASK for the modulation and the 
difference between the high value (signal 1) and the low value (signal 0) is small, an 
envelope detector has been introduced. 
The ASK signal contains a lot of noises after the regulating and limiting circuit. 
Therefore, these noises must be filtered before proper demodulation. First, the ASK 
signal is put into a comparator which emits a signal, i.e. signal A as shown in Figure 17. 
This signal contains only partial information of the original data. Concurrently, the ASK 
signal is put into another circuit to obtain its average value versus time, signal B in Figure 
17. Then these two signals will be compared with a differential amplifier. If A is lower 
than B, then its output is GND. On the other hand, it will output VDD. If the modulated 
ASK signal continues to be a low or a high value, signal B will be decreased or increased 
to the same value of signal A when the time is larger than its time constant 9.2us, baud 
rate is 106K. This will lead to a wrong value that to be demodulated. This can be solved 
by applying signal B to a delay circuit so that signal B will never be higher or lower than 
signal A by AV before entering the differential amplifier. As a result, the demodulated 
signal will be in the NRZ format that can be directly worked upon by the digital part. 
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Figure 17 The comparison of the signal A and signal B 
3.5 Modulation 
I haven't applied the modulation circuit into RF part, because we haven't 
designed the card reader yet. I am using the Gemplus's card reader for testing the chip 
and further development, because the data format and coding scheme is not known in 
transmission, there is useless for the RF part contains modulation circuit. On the below, I 
will introduce a simple modulation method that can be used in the contactless card for 
further design. The signal transmits back to the reader with the BPSK loading modulation, 
so the underlining working principle of the modulation circuit is to change the 
transmitted signal strength at the reader end by altering the load in the coil at the card end. 
This can be easily achieved by connecting the antenna's coil to the digital output pin. 
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4. Asynchronous Circuit Theory  
4.1 Potential problem of classical asynchronous pipeline 
In section 1.5.2，the classical asynchronous pipeline architecture is described 
(which must obey a very strict handshake protocol. The current stage must wait for both 
the previous and the next stage to finish a processing step (can be precharge or 
evaluation). In addition, the classical C-element with many inputs is very slow. As a 
result, the control overhead of the architecture may be very large which will slow down 
the performance. 
In order to improve the performance, some modifications on the handshake 
protocol can be made. First, a current stage is allowed to go into the evaluation phase 
9* 
when the next stage goes into the precharge phase, i.e. no need to wait for the precharge 
confirmation from the next stage. This can speed up the evaluation. Second, a current 
stage is allowed to finish the precharge phase even the previous stage is still in evaluation 
phase. This introduces a variable "enable" period between precharge and evaluation 
period. More explanations will be given in next section. 
4.2 The new handshake cell 
With the above modification, the slow C-element in the classical asynchronous 
pipeline architecture can be replaced by a simple handshake cell shown in Figure 18. The 
handshake cell is mainly a domino-style logic cell. It has high speed is due to its 
simplicity, low input capacitance from request and use of single transistor in pull-up. 
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With the handshake cell, the operation of a pipeline stage is divided into 4 phases: 
Evaluation, Hold, Precharge and Enable. Figure 19 shows the timing diagram of a 
pipeline stage using the new handshake cell. In the Evaluation phase, the current stage 
processes the data, which is valid at the input. After the current stage has finished the 
evaluation, it enters into the Hold phase. In this phase, the input data may become invalid 
while the output should be held for the process in the next stage. After that, the stage will 
enter the precharge phase, which is necessary for DCVSL. After the precharge phase, the 
stage will enter the Enable phase. In this phase, the stage is waiting for the valid data 
appearing at the input. However, when the valid input data has already appeared during 
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Figure 18 The new handshake cell for the new asynchronous pipeline architecture. 
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Figure 19 The timing diagram of a pipeline stage with the handshake cell 
4.3 The modified asynchronous pipeline architecture 
With the new handshake cell shown above, we can make some modification on 
the classical asynchronous pipeline architecture in section 1.5.2 such that the 
performance can be improved. Figure 20 shows the basic structure of FIFO applying the 
modified asynchronous pipeline architecture. It mainly composes of three domino-style 
logic cells. Two of them form a DCVSL cell and act as the logic cell. The remaining one 
is the handshake cell and is used to replace the C-element in the classical architecture. 
The handshake cell in FIFO is a little bit different from the one in Figure 18. Some 
modifications on the logic tree have been made such that the handshake cell in FIFO can 
detect the completion of the previous stage directly. As a result, the static OR gate in the 
classical architecture can be removed. Correspondingly, the "ri" and "ro" signals become 
unnecessary and are omitted. 
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Figure 20 The basic structure of FIFO 
Beside the above modification, due to the change of the handshake protocol stated 
in section 4.1，the position of the handshake element also changes accordingly. In 
classical architecture, the C-element takes the handshake signals from the pervious and 
the next stage to control the operation of the current stage. As a result, in the same 
pipeline stage, the DCVSL logic cell must respond after the C-element respond. Unlike 
the classical architecture, the handshake cell in our architecture detects the logic 
completion signal from the previous stage and gives acknowledge signal to control the 
operation of the pervious stage. As a result, in the same pipeline stage, the handshake cell 
and the DCVSL logic cell can be operated as the same time and so, the performance can 
be improved. ‘ 
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ao ai ao ai ao ai ao ai  
FIFO FIFO FIFO FIFO 
• i_n o_n • i_n o_n • i_n o_n • i_n o_n • 
• i_p o j ) • i_p o_p • i_p o_p • i_p o_p • 
T=to Enable Enable Enable Enable  
T=ti Evaluation Enable Enable Enable  
T=t2 Hold Evaluation Enable Enable  
T=t3 Precharge Hold Evaluation Enable  
T=t4 Enable Precharge Hold Evaluation 
T=t5 Evaluation Enable Precharge Hold 
Figure 21 The block diagram of an asynchronous pipeline FIFO 
Figure 21 shows a block diagram of an asynchronous pipeline FIFO. Each of the 
pipeline stage is the circuit exactly shown in Figure 20. The diagram shows the working 
mechanism between the pipeline stages. Assume the pipeline is initialized at to. At a 
particular time ti, when the data arrives, the first stage is in the evaluation phase, it will 
evaluate the input data and will pass it to the output. After some time, at time t2, the first 
stage will finish its evaluation and the data will pass to the next stage, the second stage. 
At that time, the second stage will enter the evaluation phase and the first stage will enter 
the hold phase. Subsequently, the first stage will go through the precharge phase, the 
enable phase and finally enter into the evaluation phase again with a new data even the 
old data are still in a stage of the pipeline. 
In the evaluation phase of a pipeline stage, the input data of the stage should be 
kept stable throughout the whole evaluation period. As a result, the acknowledge signal 
from current stage to precharge the previous stage should be asserted after the end of 
evaluation of the current DCVSL logic cell. And so, the handshake cell should be slower 
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than the DCVSL cell. As a result, our approach is delay sensitive and simulation is 
necessary to ensure the handshake cell of a stage has larger delay than the DCVSL logic 
cell in the same stage. 
As the handshake cells are used to control the timing of each pipeline stage, the 
delay in the handshake element would be a direct factor to limit the performance of the 
pipeline. On the other hand, the delay of the handshake cell must be larger than that of 
logic cell. As a result, to increase the performance, we must make the delay of the logic 
cell as small as possible such that faster handshake cell is allowed. 
VDD VDD 
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， ~ -jr 1 — 
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pJI pJ ro “ ‘ H' 
、 V f 。 VDD VDD 
亍 In 乂 卞 
ri2—IL \L ~ 
t~ t ^ 
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(a) (b) 
Figure 22 Handshake principle for joining (a) and splitting (b) of data path 
Figure 21 actually is a very simple circuit structure that a DCVSL logic cell only 
has the input from only one logic cell. And also, its output is only connected to one logic 
cell. In practice, a logic cell may take the input from more than one logic cell in previous 
stage. In this case, we need to detect the completion from all set of input and report the 
complete to every cell in the previous stage. Besides, a logic cell may have the output to 
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more than one logic cell in the next stage. As a result, the logic cell must wait for the 
completion of all cells in "the next stage before it goes into the precharge phase. Figure 22 
shows the principle of the handshake cell connection between two pipeline stages for the 
above situations. Figure 22(a) shows an example of the handshake principle for joining 
two datapaths in the next stage and refer to case that a logic cell takes the input from two 
logic cells of the previous stage. The logic tree in the handshake cell of the next stage is 
expanded such that it can detect the completion of two datapaths. The delay of the 
handshake cell is increased. Figure 22(b) shows an example of the handshake principle 
for splitting the datapath into two which refer to the case that a logic cell has the output to 
two logic cells of the next stage. A N A N D gate is used to replace one of the inverter in 
both handshake cells in the next stage. The N A N D gate combines the handshake signal 
from both handshake cells such that the previous stage can only enter the precharge phase 
when evaluation of both datapaths is finished. 
VDD 
^ ^ reset ^“ 
ao ^ ^ \ 「 J,： 




Figure 23 The modified handshake cell with the "reset" signal 
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The correct functionality of the architecture depends on the charge storage of the 
floating node in the DCVSL logic cell and the handshake cell. The floating node must be 
initialized by precharging. A simple method is to make all the stage get into the precharge 
phase for initialization. Figure 23 shows the handshake cell with a N O R gate to replace an 
existing inverter. As a result, all the stage can enter the precharge phase by applying a 
T to reset pin and make the ao becomes ‘0,. 
4.4 Asynchronous circuit comparison 
From [5], two different asynchronous pipeline architectures have been presented. 
One is 2-phase pipeline circuit and another one is 4-phase pipeline circuit. The 2-phase 
pipeline circuit has the similar structure to the micropipeline in [6]. The pseudo-static 
Svensson-style double edge-triggered D-flip-flops (DETDFF) [7] as the storage element 
and C-element is used to control each stage of the pipeline. The DETDFF is fast and 
compact and so lead to the high performance of the 2-phase pipeline circuit. 
The 2-phase pipeline circuit is implemented with bundled data model. A bundling 
delay must be added into the handshake path. The design of the two-phase pipeline 
circuit must follow two timing constraints: data setup and data hold. Comparing with our 
architecture, a 4-phase handshake protocol is used in our approach. As a result, more 
signal transition is need in our approach. Our approach also has the constraint similar to 
the data hold constraint in [5]. But as we use complete detection in our approach, there is 
no data setup constraint in our approach and so no bundling delay is added. From [5], the 
bundling delay must be set based on the worst-case condition which will decrease 
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performance. Besides, our approach makes use of the floating node as dynamic storage. 
No flip-flop is used in the datapath. As a result, our approach is not necessarily outdone. 
The 4-phase pipeline circuit in [5] is similar to the traditional asynchronous 
pipeline in section 1.5.2. In the 4-phase pipeline circuit, the handshake control circuit 
between the pipeline stages is an extended burst-mode state machine. Comparing with 
our approach, with the simplification of the handshake protocol, our handshake cell is 
simpler and faster than the handshake control such that our approach would be faster than 
the 4-phase pipeline in [5]. 
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5 Implementation  
In the previous chapter, we have already explained the basic design theory and 
main concern on the design of the RF part and asynchronous DES in the contactless 
smart card. In this chapter, we will explain more detail on the DES design. After that, we 
will explain some modifications of the asynchronous circuit to achieve a lower power and 
smaller area that is suitable using in the contactless smart card. 
5.1 DES implementation 
Our DES architecture completely uses the above asynchronous circuit design style 
[34,35,36]. The major blocks of the DES are shown in Figure 24. It mainly contains four 
parts, initial permutation, key permutation, function R (which is equal to the function F in 
section 2 except it has the X O R unit) and final permutation. The function R contains the 
shift registers, compression unit, expansion unit, two X O R units, eight S-boxes, P-box, 
counter and M U X that are shown in Figure 25. All the units are constructed by simple 
cells, such as And gate, Or gate, Xor gate, aoi, oai and shift register. They are all dual 
rails coding logic containing two-input data cell, as shown in Figure 26 as an example. 
W e can easily control the delay of the circuit and loading on both input and output. 
Figure 25 actually shows one round of the DES. It can be seen that the DES structure is 
not fully pipelined because we have considered the power-consuming problem in each 
pipeline stage and we will describe this on the following paragraph. For this reason, only 
one set of the data will undergo DES operation at any one time. First, the Key bits are 
compressed into 56 bits from 64 bits by permutation, then shifts to right in one or two bits 
by the shift unit, finally the output 56 bits are compressed into 48 bits by the compression 
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unit. On the other hand, the right half of the data expands to 48 bits by the expansion cell 
and stores in M U X ready for the next round as the left half of data. Then the X O R unit 
combines the Key and the 48 bits data. The output of the X O R unit is passed to the 8 S-
boxes, and each S-box contains 6 inputs and 4 outputs. The new 32 bits are then 
produced and permutated again by the P-box. These output data combine with the left 
half data through the other X O R unit. The outputs from these X O R units will be the new 
right half for the next round. There is a counter counting the number of rounds which 
will send a signal to the Key shifter and M U X to initiate another round. After sixteen 
rounds, the counter will enable the final permutation unit to collect the data, which leads 
to the final result. 
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Figure 24 Major Blocks of DES 
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Figure 26 Two input asynchronous circuit with its handshake part 
»» 
5.1.1 Power estimation of the asynchronous DES 
In our first attempt on asynchronous circuit design, each data path or bit 
has its own handshake circuit in all the pipeline stages. Each stage can operate 64 data 
bits, so there is sixty-four handshake cells in each stage and each iteration contains 12 
stages. As stated above, all the blocks are built by simple cells. For the worst 
performance assumption, we choose the basic cell which draws the most current in the 
DES and it contains one handshake cell and one data cell. The data cell contains 2 input 
data bits and 1 output bit. After comparison, except aoi and oai, we found that the 
asynchronous A N D cell has the worst performance and relative large area from the 
design. This A N D cell is then simulated by Hspice with input and output loading under 
3.3V vdd supply, its average current draw and the time response is 3.469e-4 and 2.5ns 
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respectively. The time response and the current response of the And cell is shown in 
Figure 27 and Figure 28 respectively. It is because the DES contains 12 pipeline stages, 
we can assume that there are 6 sets of data inside the contactless smart card. As stated 
above, it is the properties of the asynchronous pipeline circuit design. The average 
current drawn by the contactless card can be calculated as followed: 
3.469v)10 'u64D6 
The performance of the fully pipeline DES can be calculated as followed: 
5 ~ 400丽z 
1.24«u2 
The area of the fully pipeline DES can be calculated as followed: 
0.06976wm'u64ul2ul.5 
SOmm^ 
where size of each asynchronous A N D cell is 0.06976mm^ and scaling factor for the 
delay matching, reset network, synchronization and the routing is 1.5. 
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In the following table, a summary on the current draw, area and time response 
prediction of the fully pipeline is clearly shown. The maximum current gain of the 
contactless card is around 40mA. It can clearly show that if we build a fully pipeline 
asynchronous DES in contactless smart card, it cannot get enough current for the 
operation. So the modification of the circuit must be designed, it will describe in the later 
section. 
S i z e S p e e d C u r r e n t Max. current 
supply 
SOmn? 400MHz 60mA 40mA 
Table 16 Summary of the fully pipeline performance of the asynchronous DES 
-In m y DES design, there are maximum 64 bits data cell in each state, 12 
stages in each iteration in which DES performs 16 iterations. 
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5.1.2 Modified Circuit 
From the above estimation, we can see that the fully asynchronous pipeline DES 
cannot be placed into the contactless smart card. To reduce the power consumption and 
area, we can allow only one pipeline stage being evaluated each time, the remaining 
pipeline stages are in enable state and are waiting for the arrival of loop back signals such 
that they will not draw any current. On the other hand, we can modify our DES design 
which is mainly focus on the handshake part of each cell. There are 2 types of 
modifications, the first one is to choose the most dependent handshake part to control the 
whole data path in the same pipeline stage, the second one is to use one handshake circuit 
to control lots of data paths. In the following paragraphs, I will describe these 2 
modifications in detail later. 
Type One 
m 
Figure 29 shows the original connection between the data blocks. It builds up the 
fully pipeline structure. Each data block has its own handshake cell and data cell. The 
handshake cell is controlled by the data detection method to generate the acknowledge 
signal to the previous block. For example, the fully pipeline S-box is simulated by the 
hspice under 3.3v vdd supply, the average current drawn is about 27.27mA and the 
latency is about 2ns. It shows clearly that if it is applied into the contactless smart card, it 
will draws more than half of the total current in the card. 
� 
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data block • data path 
Figure 29 The original connection of the handshake block inside a S-box 
The S-box contains lots of pipeline stages, I have chosen the most dependent 
handshake part to control the whole data path in the same pipeline stage as shown in 
Figure 30. Since it has the highest data dependency, we can sure that it will be the last 
one to finish in that pipeline stage. W e can make sure that all the data in other data paths 
are transmitted to the next pipeline stage successfully before it goes to precharge. 
Therefore, we can reduce lots of the handshake parts as well as the power consumption. 
In some cases, it is very difficult to choose which handshake cell is the most dependent, 
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SO I have added some delay elements on this handshake signal which is used to guarantee 
the arrival of the other data paths to their successes stage before it is precharged by the 
handshake signal. Under the simulation, the average current of the modified S-box is 
about 16mA and the latency is about 4ns. 
data TL 
__• ai 一 
r — • d a t a — = ] — — ——• 
data ^ 
d a t a — " — — n data  
__• ai 一 
• data  
ai  
data  
handshake block M control path 
data block • data path 
Figure 30 The modified connection of the handshake cell inside the S-box 
Power Area Latency 
Modified S-box ^ ~ 5 3 m W 9.53mm' 4ns 
Traditional S-box 9 0 m W 16.07mm' ^ 
Table 17 The summary of the comparison between the modified and the traditional S-box 
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Type two 
Another modification is used in a block that has an identical data block in the 
same stage, such as permutation, X O R unit, P-box, compression, expansion and shift 
register unit. Because of the fact that their internal structures are identical, we can sure 
that they have the same evaluation time. So in each pipeline stage, we can just use one 
handshake circuit to control lots of data paths. In our design, we have limited one 
handshake circuit to control only eight data paths in each stage as shown in Figure 31 
because the response time of the handshake circuit and the area use are taken into 
consideration. 
data detection 
\ original ao control path modified 
「 n n n 「二 H H • 
.. k-J k-J k-J k-
1-bit A ^ A ^ A ^ A 一 
| r> I r> r> r> 8-bit 
L - ^ L — ^ — H > -4-f> -4-f> k-J k-" \J \J \J \J 
a J^ eitH 叫 叫 ^ i3  
二 丨 丨 i _ ； 
工 — 丨 丨 丨 
S i i i S 
n H . n 广 一"H H H • 
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Handshak;"^ I . , • | 少 I r> 8-bit 
part L - ^ 斗"• + • 
|—I Ljt^ l I J k-^ lJ k-'l^  L \J \J \J \J 
data part ' ' ^^  . 
Figure 31 The difference between the original handshake cell and modified handshake cell 
connection 
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Therefore we have modified the handshake circuit in order to consume less power. 
The modified handshake circuit is shown in Figure 32. It has a request signal (aO, which 
is used to replace the detection of the differential data. Also it generates a ao signal to 
replace data signals in the original handshake circuit and is used to control the handshake 
circuit at the next stage. The connection of the modified handshake circuit is shown in 
Figure 33. When the handshake circuit in the current stage receives the signal completely, 
the a。signal is asserted and is transmitted to the a) in the successor handshake circuit. 
Then the successor handshake circuit can precharge the current one. In this design, we 
must make sure that the transmit rate in the data path is faster than the handshake path, 
otherwise, the data will be reset before the successor receives the data. So in some cases, 
we have to add some delay elements between the ro handshake path of the two handshake 
circuits which is used to ensure that the requirement can be satisfied. The connecting 
network of this handshake circuit is shown in Figure 34. In addition, Table 18 shows the 
summary on performance and area of the modified handshake circuit connection and 
traditional handshake circuit connection with 64 bits data in single stage. It can be seen 
that the modified one has advantages in current drawn and area but a disadvantage on 
longer response time. 
T 
Reset ) “ 
ao 
ai |r 
] l ^ 
Figure 32 The modified handshake circuit 
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Figure 33 Modified handshake circuit connection 
ro ri 10 ri  
^ ai ao ' � ai ao — ^ 
ri < ri  
— d a t a ^ data (80) data • data (8:0) — data — 
Figure 34 Connection of the modified handshake circuit with its data path 
Data transmission time Average current drawn Area 
Traditional 229.047ps 9.5mA 1.99mm' 
Modified 240.315ps 5.9mA 1.26mm' 
Table 18 Comparison between the traditional and modified handshake block with 64 bits data stage 
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5.1.3 Interface 
The modified handshake circuit uses signal ai to replace the original data 
detection method such that an interface block is located between the modified one and 
traditional one. As shown in Figure 36, you can see that this handshake circuit uses the 
data detection method to generate the signal ao to the next stage. Figure 35 shows the 
connection between the interface block and modified block in which the interface block 
gives out the control signal a。to the next part after the data has arrived. 
< ro ri f— ro ri < f rO ri f"" 
Handshake Handshake 
乡 Interface ao — ai ao| — ai ao| > 
_ Handshake  
Data detection' r^ Data part Data part 
ri ^ ~ ri "^"“ 
A A  
^ in_p out_p 〉in_p out_p > 
^ in_n out_n > in_n out—n > 
Data part 」 ^ ^ 
r i 〔 二 ） Modified 
M ^ in_j) out_p ^  handshake block 
•sdata _ _ i n „ out n ^ ^ ^ Handshake path 
\J I 
• Data path 
Interface block 
Figure 35 The connection between the modified handshake block and interface block 
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Figure 36 The interface block 
5:1.4 Shift Unit 
It is used to shift the key to left in one bit or two bits in each round. Initially the 
key enters from the outside, and will be stored for the following 16 rounds, later it will be 
shift to certain bit depending on the number of rounds. It contains a multiplexer, which is 
used to select the different bit location of the loop back key as shown in Figure 37. A 
control pin, sel, is used to control the multiplexer to select the different key's bit. 
80 
An Asynchronous DES in Contactless Smartcard 
ro I I ri M <  
Handshake 犯 r 2 
AO_p L \ 
A27 D [ outO_p 知 
A O n _ _ ^ muxO 
A27_n ^ outO 一 n. 
sel(0/27) 乂 
Al_p 一 _ U ^ 
AI n • i ^ muxo 
AO n I I outl_n, 
sel(i/(i)) 一 ^ ^ 
I ! I I 
j I 
jl 
A7_p ！ j I \ 
B6p !i I 
A7 n i ^ muxo 
B6 n 丄 , out7-〜 
.sel(7/6) • ^ ^ 
Figure 37 Shift Unit 
From the above figure, you can see that I have used the type two modified 
handshake circuit to control eight data bits because all the data cell structures are the 
same. As stated above, it can save the area and the power. 81 
An Asynchronous DES in Contactless Smartcard 
5.1.5 Multiplexer Unit 
It can be acted as an interface and is used to select new incoming data in the first 
round or loop back data in the following rounds, the structure is shown in Figure 38. The 
selection is depending on the signal sel from the counter, when the sel is high, it will 
choose the incoming data, otherwise it will choose the loop back data. 
There are three Multiplexer Units inside the DES, one is selecting the 64 bits new 
incoming key or the loop back key, the remaining two are selecting the32bits half of the 
new incoming data or the loop back data. 
ro ri < 4 
^ Handshake 
• 2 _ ^ 
I Mr-H  
‘ Delay . 
Element H 
AO_p I I 11 L ^ 
B 0 V " T ^ outOj一 
A O n I 1 muxO 
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‘ B7 D I 。ut7jV 
A7_n ^ mux? 
B7_n ^ out7-〜 
sel(A/B) ^ 
Figure 38 Multiplexer Unit 
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From the above figure, you can see that I have used the delay element to delay the 
valid data signal arrives to the interface handshake part, it can make use of all the valid 
data signal arriving to the Multiplexer unit before the data has been precharged. The 
handshake cell controls eight data bits in the same stage because all the data cell 
structures are the same. As stated above, it can save the area and the power. 
5.1.6 Compression Unit 
Figure 39 shows the structure of the Compression Unit, this unit selects the Key 
from 64 bits to 48 bits and then sends it to the Xor unit. It is because the internal data 
cells are identical, in every eight data bits, there exists the type two modified handshake 
cell for controlling which can reduce the power consumption and the area. 
ro I riO 
a i O • Handshake 珏。 
riO 
inOj _〉,。utOp 
= 1 - riO 
i n O - n 〉 ' o u t O n 
i some of the output does not 
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in7 J 〉 o u t 7 D 
1 ril 
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Figure 39 Compression Unit 
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5.1.7 Expansion Unit 
Figure 40 shows the structure of the Expansion Unit, it can expand the data from 
32 bits to 48 bits and then combine with the Key in the Xor Unit. There is a modified 
handshake circuit to control every eight data bits. As described in the previous section, 
some data bits have been duplicated to send out. . 
ro riO < <  
Handshake 
aiO • 2 犯 • 
riO 
i n O _ p 〉 o u t i p 
riO 
. inO_n ^ ^ outl n 
ri6 
inO J 〉 二 7 D 
ri6 
i n O 一 n 〉 二 7 n 
. ‘ ril 
‘ i n 7 _ p �o u t 9 p 
ril 
‘ in7_n ^ ^ out9 n 
Figure 40 Expansion Unit 
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5.1.8XorUnit 
There are two Xor Units in the DES, one is combining the right half data and the 
Key, the other one is combining the left half data and the data comes from the S-box Unit. 
The basic structure of the Xor Unit is shown in Figure 41. All data cells are composed of 
the aoi basic block, and all data cells are identical, so we can use the modified handshake. 
The function operation is shown by the following equations: 
out_p A_p B — p 
out — p A _ pB _ p A_ pB _ p 
out _n A_n B _n 
out _n A _nB _n A_nB _n 
ro I ri 
aiO 
AO-P � T ^ 
\ o u t O j 
BO_p 」 ) - j L y 
L “ 
AQ-n V T ^ _ 
\ \ outO.n 
\ out7_p 
“ B7_p ) 
— - y i y 
‘ L ri 
A7_n • y p V '  
\ out7_n 
B7_n ) 
— - y L y 
Figure 41 Xor Unit 
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From the above figure, you can see that the handshake cell is slightly different 
from that in the modified handshake. It has two ri input signal which are come from 2 
different blocks. When their data arrives, they will generate the related ro signal to the 
Xor Unit. 
5.1.9 S_boxUnit 
There are 8 S-box inside the DES, their functions are completely different. S-box 
is the most complicate among all the units in the DES. Each S-box unit contains six input 
bits and four output bits, so it can be viewed as a six to four decoder. Figure 42 shows the 
basic structure of the S-box Unit. 
48-bit Iiyut  
T T ^ T T ^ ffff 
32-bit output  
S-box substitution 
Figure 42 S-box Unit 
Each S-box is a 6 to 4 decoder, so each S-box will have similar mapping as follow: 
0 | 0 | 0 | 0 丨 0 | 0 | 0 | 0 | l | l | l 丨 l | l | l | l | l ] bo 
T T T T T T T T T T T T T T T T b. 
T T T T T T T T T T T T T T T T … 
o | l | o M o | l | o | l | o | l | o M o M o | l b, 
- b4 b, 
T3| 2 丨 8 I 4 I 6 丨15丨11丨 1 |10| 9 丨 3 |14| 5 丨 0 |12| 7 I 0 I 0 in互 工工 m n i i 互 A T 工互工工mn工m^n]！工工I XA 
1 |14丨 7 I 4 丨10丨 8 丨13丨15丨12丨 9 I 0 I 3 I 5 I 6 |ll| | 1 | 1 
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bo, bi, b2, bs, b4 and bs are the input bit of the S-box, and the S-box will give out 4 bits 
data ranges from 0 to \ 5 . After changing the output number to the binary digit, each 
output bit can give out a 4 layers K-map and each layer has 4 variables. Then the function 
expression of the S-box can be obtained. Under the S-box 1, the K-maps of output bitO 
are shown in Figure 43. 
bob5=00 bob5=01 
. b , 0 0 1 1 . b,0 0 1 1 
1 0 1 1 0 1 
0 0 _ J _ _ 0 _ _ 0 _ _ 0 0 _ 0 _ _ 1 _ _ 1 _ _ 1 _ 
0 1 0 1 0 1 0 1 1 0 0 0 
1 1 1 1 1 0 1 1 1 0 1 0 
1 0 0 0 0 1 1 0 0 1 0 1 
bobs=l 1 bobs=10 
‘ . b . O 0 1 1 V b3 0 0 \ 1 
1 0 1 K > x b 4 0 1 0 1 
0 0 0 0 0 1 0 0 _ 0 _ _ 1 _ _ 0 _ _ ^ 
01 0 1 1 1 01 1 1 0 1 
1 1 " 1 1 0 r 1 1 1 0 0 1 
1 0 ~ 0 0 V 1 0 J ^ ^ ^ 1 _ _ 1 ^ ^ ^ ^ ^ 
Figure 43 K-maps of output bitO under S-boxl 
By using the above calculation, the function of each S-box cell can be calculated. 
There are 8 sets of K-maps in the S-box unit. 
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Inside the S-box cell, different types of data cells locate in the same pipeline stage. 
Type one modification has been used to reduce the power consumption and area which 
has described on the above. 
5.1.10 P-box unit 
P-box Unit is used to permute the 32-bit output of the S-box Unit and then send to 
the last part, Xor Unit. The data cells inside the P-box are identical, so the type 2 
modification circuit has been used here. There is one modified handshake circuit to 
control the 8-bit data cell in same stage. Figure 44 shows the structure of the P-box Unit. 
ro riO < , 
Handshake „ „ 
aiO. 2 
ri3 
i n O _ P 〉 o u [ \ 6 D 
ri3 
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inV J ^ m I T V 
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Figure 44 The P-box Unit 
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5.1.11 Latch unit 
Latch Unit is used to storing the data for next round, it can be used in the Key and 
first 32 bits of data. Because the DES needs to store the Key value on every round, and 
needs to store the first 32 bits of data for the next round operation. The architecture is 
similar to the Expansion Unit and the Compression Unit, but it will not permute the data. 
It is implemented by a simple Latch cell for storing is shown in Figure 45. 
Handshake! 
ai > ~ ^ 
r — r i 
inO P ^ ^ outO n 
r — r i 
inO n_ — ^ ^ onto n 
r — 卜 ri 
inl V ^ ^ out.1 n 
f — — 丨 4 ri 
inl n _ — ^ ^ out] n 
- ri 
in7—p ^ ^ ^ onr7 p 
N “ 
in7 n _ _ ^ ^ nut? n 
Figure 45 Latch Unit 
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5.1.12 Transmission Unit 
It is the last stage of the DES operation, which will be operate in every 16 rounds. 
When the last round of the data arrives, the control signal "available" from the counter 
will set to high and the data can be sent out through the Transmission Unit. Figure 46 
shows the basic structure of the Transmission Unit, it is not an asynchronous circuit and 
is composed by a simple logic gate. When the "available" value is set to high, the data 
can pass through. From considering the number of fan out control logic, in the 
transmission unit, there is one "available" signal coming from the counter to control the 
eight data-bit in the transmission unit. 
available • 
Transmission outo~7 _  
unit 
in0~7 ^ 
Figure 46 The basic structure of the Transmission Unit 
5.2 Floor plan Design 
The test chip contains RF part and digital part. To prevent the noise propagation, 
the RF part places at the left hand comer and the digital pin is completely isolated from 
the RF pin. 
The block placement is a very important concern because it affects the operation 
speed very much. If there exists a long routing distance between two blocks, the large 
routing delay will occur. Inside the test chip, the related block is adjacent to each other to 
prevent a long routing distance. So the realistic operating speed is more close to the 
simulation. Figure 47 shows the floor planning design of the testing chip. 
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Figure 47 Floor planning design of the testing chip 
From the above figure, you can see that there is a module called Multiplexer_56b, 
which is used to receive the Key in the initial iteration. The module called 
Multiplexer32_rb which is located at the bottom of the test chip is used to receive the 32 
to 63 bits data from the outside. There is another multiplexer, called Multiplexers2_b 
which is used to receive 0 to 31 bits data. On the other hand, the output pins are located at t e top of the chip wh ch is near to the transmissi n!_b module. The RF pins is located at lef  come has a RF part nearby. The modules have th relat onship located 
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nearby each other which can reduce the routing area and have a better performance. 
Table 19 shows the relation of the module in the dice with the unit in this thesis. 
Module name in the dice Compose Unit 
Multiplexer—56b Multiplexer Unit 
Multiplexers2_b Multiplexer Unit + Expansion Unit 
Multiplexer32_rb " Multiplexer Unit 
Xor32_b P-box Unit + Xor Unit 
S-box_b, S-boxO_b — S-box Unit 
Shift Compression Unit + Shift Unit 
Transmissionl_b Transmission unit 
Table 19 The relation of the module in the dice and the unit 
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6. Result and Discussion  
The test chip of the asynchronous DES with the RF part is implemented by A M S 
0.6-nn, triple metal C M O S technology. The core size is about 7.9 m m u 7.3 m m . The 
total cell count is about 12000. The chip is packaged in the 208-pin PGA (Pin Grid Array) 
package. 
As we only allow 2 nmos transistors in series in the logic tree of handshake cell 
and DCVSL logic cell, we need 7 types of dynamic logic cell and some other simple 
standard C M O S logic gate (mainly inverter) for the design of the DES. As a result, the 
layout of the DES, dynamic logic cells and standard C M O S logic gates are designed in 
full custom first. Then the entire layout of the DES is generated from the schematic of the 
DES by the automatic place and route function provided by Cadence. The layout and 
schematic of the DES and other circuit element can be found in section 5. On the other 
hand, the RF part is designed in full custom and then merges with the DES in the 
automatic place and route process. 
6.1 Simulation Result 
The RF part simulation has been described in the pervious section, for this section, 
I will mainly describe the performance of the DES. As spice simulation may be very slow 
and take too much of memory for large digital design, V H D L simulation is used instead 
of spice simulation for function verification. The basic dynamic cells and logic gates are 
first simulated by Hspice to extract the timing parameters in normal condition. The 
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V H D L description of each basic cell can be written to model their behavior. As a result, 
we can verify the function and timing of the DES in logic level by V H D L simulation. 
Under the V H D L simulation, the DES has about 2MHz performances under 3.3V 
vdd supply. When the result of V H D L verification is correct, the whole layout of the 
DES can be produced and this layout can be simulated by Hspice under different 
conditions. The different Vdd supply to the DES and the performance is shown in the 
following graph, Figure 48: 
Speed Performance of the DES circuit 
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Figure 48 Time response of DES under different VDD 
As shown in the above graph, we can clearly see that when there is about 5.5V 
power supply, the DES operates at about 3MHz, when the supply voltage decreases, its 
performance is gradually decrease. When there is minimum Vdd supply, 2.1V, the 
operating frequency is about 1.37 MHz. 
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Current Response of the DES circuit 
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Figure 49 Current drawn by the DES under different VDD 
The above figure shows the current drawn of the DES under different Vdd supply. 
When there is 5.5V Vdd supply, it draws about 48mA, when the supply voltage decreases 
炉adually，the current drawn by the DES decreases too. When there is minimum voltage 
supply, 2.1V, the current drawn is about 8mA. 
The following graph shows the performance of the DES in different environment 
situation. From temperature 0°C to 100°C, the operating frequency ranges from 2.2MHz 
to 1.47MHz under 3.3V Vdd supply. 
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..Time Response of DES under different Temperature 
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Figure 50 Time Response of DES under different Temperature 
When the Vdd is supplying from the RF part, the DES has the following performance. 
Time Response of the DES 
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Figure 51 Time Response of the DES 
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The Current Drawn by the DES from the RF part 
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Figure 52 The current draw by the DES from the RF part 
As shown in Figure 52, when there is a large signal applies to the RF part, the 
Limiter will limit the output Vdd voltage to about 6V and the supplying current to about 
p 
45mA. At the beginning, the operating frequency keeps stable in about 2.55MHz, when 
the peak of supply voltage is lower than 7V, the output Vdd cannot hold in 6V, then the 
operating frequency and the supplying current decreases. When the peak of the supply 
voltage is about 3.2V，the DES operates at about 1.28MHz and the supplying current is 
about 10mA. 
6.2 Measurement 
The test chip is mounted on the PCB board, the RF input pins are connected to the 
contactless card's antenna and the output pins are connected to the logic analyzer for 
measurement. When the test board moves towards the card reader, it does not have any 
output signal from the digital pin. On the other hand, the RF's output pin read out an 
oscillating signal at about 2.0V. By the above simulating result, this operating power is 
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not enough for the operation of test chip. From the measuring result, we can seen that 
there are some factors that may cause this phenomenon, 
1. There exists a noise in the analog pin, this noise is coming from the digital pin. 
Although there is no connection between these pins, the noise can be transferred 
to the metal routing that stores inside the core area. 
2. There exists a noise in the PCB routing because the digital line and analog line are 
very close to the PCB board, so the noise will have a greater chance to transfer to 
the analog line. 
3. There is a potential problem on the RF circuit, may be I haven't get a fully 
knowledge on the RF designing of the contactless smart card, there is some design 
techniques that I haven't consider or not known. 
To solve these problems, I have designed a new PCB board such that the digital V D D 
power and the analog V D D power are completely separate and the analog signal line is 
far away from the digital signal line on the PCB board. 
The asynchronous DES chip is mounted on the testing PCB, the logic analyzer 
supplies signals to the input group, and the power generator applies a steady Vdd supply 
from 2.3V to 5.3V. The output group is connected to the logic analyzer port in order to 
measure the signal. The performance of the test chip's digital part is shown as followed 
table and graphs: 
98 
An Asynchronous DES in Contactless Smartcard 
Vdd(V) Speed (MHz) Latency(ns) Current(mA) Power (mW) 
2 . 3 1 . 0 4 9 6 1 1 2 . 5 0 2 8 . 7 5 
— 2 . 4 1 . 0 8 9 2 4 1 3 . 4 2 ~ 3 2 . 2 1 
2 . 5 ~ ~ L 1 3 8 8 9 1 4 . 3 4 一 3 5 . 8 5 
2 . 6 — 1 . 1 7 8 5 8 1 5 . 3 0 3 9 . 7 8 
2 . 7 ~ ~ 1 . 2 1 — 8 2 6 1 6 . 1 0 4 3 . 4 7 
~ ~ i s 1 . 2 5 8 0 0 1 7 . 1 0 - 4 7 . 8 8 
2 . 9 ~ 1 . 2 9 7 7 5 “ 1 8 . 3 4 “ 5 3 . 1 9 
3 . 0 1 . 3 3 7 5 1 - 1 9 . 6 3 “ 5 8 . 8 9 
1 . 3 7 7 3 1 2 0 . 8 8 “ 6 4 . 7 3 
- 、 1 1 . 4 1 7 1 2 2 2 . 0 9 7 0 . 6 9 
3 . 3 1 . 4 4 ~ ~ 6 9 4 2 3 . 4 0 ‘ 1 1 2 2 
3 . 4 — 1 . 4 9 6 7 2 “ 2 4 . 5 1 — 8 3 . 3 3 
3 . 5 — 1 . 5 3 6 5 4 “ 2 5 . 6 7 — 8 9 . 8 4 
. 3 . 6 — 1 . 5 8 6 3 2 2 6 . 7 4 ~ 9 6 . 2 6 — 
3 . 7 ~ 1 . 6 3 ~ ~ 6 1 3 2 7 . 8 8 “ 1 0 3 . 1 6 
3 . 8 ~ ~ 1 . 6 8 5 9 5 “ 2 9 . 0 0 一 1 1 0 . 2 0 
3 . 9 ~ ~ 1 . 7 4 — 5 7 6 3 0 . 2 6 “ 1 1 8 . 0 4 
4 . 0 ~ ~ 1 . 7 9 — 5 5 9 3 1 . 4 8 “ 1 2 5 . 9 2 
4 . 1 1 . 8 5 ~ ~ 5 4 2 3 2 . 7 1 “ 1 3 4 . 1 1 
4 . 2 ~ 1 . 9 0 5 2 6 “ 3 3 . 9 6 “ 1 4 2 . 6 3 
~ ~ ^ ~ ~ 1 . 9 5 — 5 1 3 3 5 . 2 0 “ 1 5 1 . 3 6 
~ ~ 4 . 4 2 . 0 0 5 0 0 3 7 . 0 9 1 6 3 . 2 0 
4 . 5 2 . 0 4 4 9 0 3 8 . 9 7 1 7 5 . 3 7 “ 
~ ~ 4 . 6 . 2 . 1 0 4 7 6 4 0 . 8 5 — 1 8 7 . 9 1 “ 
a ~ ~ 2 . 1 6 4 6 2 4 2 . 7 2 “ 2 0 0 . 7 8 
, ~ ~ 4 . 8 2 . 2 0 4 5 5 — 4 4 . 6 0 — 2 1 4 . 0 8 
~ ^ ~ ~ 2 . 2 6 — 4 4 2 4 5 . 6 3 “ 2 2 3 . 5 9 
~ ~ ^ ~ 2 . 3 3 4 2 9 4 6 . 6 5 2 3 3 . 2 5 
~ ^ 2 . 3 9 4 1 8 4 7 . 6 6 “ 2 4 3 . 0 7 
5 . 2 2 . 4 5 4 0 8 — 4 8 . 6 8 2 5 3 . 1 4 “ 
~ 5 . 3 2 . 5 1 3 9 8 4 9 . 7 0 2 6 3 . 4 1 
Table 20 The measurement result of the DES chip 
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Figure 53 Speed Performance of the DES chip 
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Figure 54 Current draw by the DES chip under different VDD supply 
The digital performance of the measurement is fairly worse than the simulation result. It 
is because the routing parasitic is not accurate in the simulation and the temperature of 
the chip surface affects the operating frequency. 
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6.3 Comparison 
Nowadays, there exists only few asynchronous DES products in the market, 
Philips is one of them Table 21 [38]. Under 3.3Vdd supply, their operating power is 
lower than ours because they are using a higher technology with 5 layers of metal. Their 
size is also smaller too. Our product has a better performance is due to different 
architecture of the control logic (handshake circuit). 
ConversionSize Technology Power 
time Delay 
Product 
Philips (2000) 1.25|xs 20mn? 0.35|im with 5 12nJ 
,Asynchronous Circuit (Exclude layers of metal 
RFpart) 
Our Asynchronous 708ns 51.61mm^~ 0.60|im with 3 27nJ 
Circuit layers of metal 
Table 21 The comparison table with the Philips product 
6.4 Conclusion 
This thesis describes the design of asynchronous DES working in contactless 
smart card. The DES structure is completely following the traditional standard and 
implemented by our lab's asynchronous circuit technique. By considering the operating 
speed 106K bit/s, the power consumption, speed and area used in the contactless smart 
card, I have modified this asynchronous circuit into two types. The most dependent 
handshake part is chosen to control the whole data part in the same pipeline stage. It is 
101 
An Asynchronous DES in Contactless Smartcard 
because it has the highest data dependency, we can sure that it will be the last one to 
finish in that pipeline stage. W e can make sure that all the data in different data paths are 
finished processing before going to precharge. The other one is one handshake block 
controls eight different data-bits in the same stage. It is because their internal structure is 
identical such that their evaluation time is the same, and it can share with the same 
handshake block. By applying the above modification to the DES design, it can reduce 
the power consumption and area so much. After the modifications, my DES is not fully 
pipeline, so it cannot operate different sets of data at the same time. It contains 12 stages 
and each stage is simple enough to be implemented by only two data inputs in each logic 
cell such that we can keep the delay of the logic in a reasonable value to fulfill the 
contactless smart card's operating speed. As the simulation time of Hspice may be very 
slow and take too much of memory for large digital design, the basic handshake cells and 
data cells are made by full custom layout first and have been simulated by the Hspice to 
extract their timing parameters in normal condition. The V H D L description of each basic 
cell can be written to model their behavior. As a result, we can verify the function and 
timing of the DES in logic level by V H D L simulation. First, each module is composed by 
the V H D L coding. So we can check the whole system's functionality easily. After the 
function is correct, we have used the HSPICE to check the layout performance and 
timing response. At last, the SpectreS is used on the system for final checking. 
After checking all the functionality by the simulations, the layout of the functional 
blocks is produced first and then use the block assemble for making the overall DES 
layout. Using the block assemble has an advantage for placing the related function blocks 
adjacent to each other. It can reduce the metal routing and has better performance. Then 
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this asynchronous DES is implemented by the A M S 0.6^m C M O S triple metal 
technology in the 208 B G A package. The size is about 57.67min^ (including the RF part). 
Under the Hspice simulation, the DES can operate at about 2MHz and draw about 
20mA by 3.3V Vdd supply. The operating frequency is between 2.2MHz and 1.47MHz 
under the temperature from 0°C to 100°C. 
During the measurement, the RF part cannot give out a reasonable performance, 
it may be caused by the noise inside the chip or PCB board and some design problems on 
the RF circuit, which I have talked above. On the other hand, the asynchronous DES can 
operate in about 1.44MHz and draw about 23.4mA under 3.3V Vdd supply. When the 
Vdd supply is increased from 2.3V to 5.3V, the speed is between 1.04MHz and 2.51MHz. 
The result is poorer than the simulation which is caused by the parasitic on the final 
routing that hasn't been considered in the simulation. But it is still fulfill the contactless 
smart card's requirement. By comparing with other similar product in the market, my one 
has a better speed performance but draw more current, I think it is related to different 
fabrication technology and circuit design technique. 
At last, I conclude that my DES is suitable for the contactless smart card usage 
with reasonable speed and current draw. Also it is designed by the asynchronous circuit 
structure, it's behaviors are very suitable for the contactless smart card, such as operating 
in different speed and power. So using an asynchronous circuit technique for contactless 
smart card design still has a large potential. 
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8. Appendix  
8.1 RF part implementation 
8.1.1 Full wave rectifying circuit 
The full wave rectifying circuit is shown in Figure 55, the nmos mi, m��1113 and 
m4 performs the rectifying function. The Vi is the induced voltage from the antenna and 
the Ri is the internal resistance. When R2 has an incoming positive potential voltage and 
Ri has a incoming a negative potential voltage, the nmos mi and m4 will give out the Vdd 
and Gnd respectively. On the other hand, when R\ has an incoming positive potential 
voltage and R2 has a incoming negative potential voltage, the nmos 1113 and m2 will give 
out the Vdd and Gnd signal respectively. Then this full wave rectifying signal will be 
filtered out by the capacitor Cp to get a steadier signal. 
r ^ V W ^ 1 
丄 L R 
Ri " p C ^ m •！ 
T rK 
m3 -| -1 ni4 
@ V i Ri R2 =^Cp Rioad 
^ — ： Y 
nil -j ni2 ^ [__ 
Figure 55 Full wave rectifying circuit 
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8.1.2 Limiting Circuit 
In Figure 56，the mi3, mo, mi and m6 can act as a saturated transistor which can 
supply the minimum voltage at 2.1V. The mn，m24, m〗,m? and the resistor R4 can act as 
P mos biasing circuit, it can supply a biasing current to the transistor mi 9. This transistor 
is used to control the capacitor C6 for charging, so the charging time is depending on the 
value of the biasing current. The transistor m26 can be used to prevent extra voltage 
entering to the following circuit of the contactless smart card. The resistor Rg and the 
capacitor C4 is used to filter out some interference noises. 
By adjusting the width to length ratio of the transistor m6 and m7, it can achieve 
about lOnA current. The power consumption of the circuit will be reduced. After the 
limiting circuit, the signal amplitude will be flattening to certain amount. In 10% A S K 
modulation, the difference between high signal and low signal will further decrease. A 
capacitor Ce between the transistor m26 and previous limiting circuit to slow down the 
decreasing rate of amplitude difference is introduced. When there are 10 identical signals 
continuous arriving, the voltage level changing in the capacitor will only be 0.2V. It 
ensures the amplitude of the successful signal still being unchanged, keeping the 10% 
amplitude different properties.. Following is the calculation of the biasing current needed 
by the circuit when there are 10 successful identical signals: 
rate 9.2us/bit 
t 9.21)10 92us 
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It shows that the bias circuit must supply about 9nA current when the contactless smart 
card moving towards to the card reader. At the beginning the circuit does not operate 
because the Viout voltage is lower than 2.1V. When the transistor mu, mo, mi and m6 
become conduct, the V ^ is about 2.1V. When the value ofViout further increases, more 
voltage across me, mj becomes conduct and switches off the transistor ms. Then all the 
current will enter into the capacitor Ce from the transistor mi9. Later, when more voltage 
passes across Ce, more current will pass through the transistor m26. It will decrease the 
value of Viout. This output voltage will pass through the capacitor C2 to give out the dc 
voltage in Viout and then send to the regulator for generating a steadier dc power. On the 
other hand, the resistor Rg and capacitor C4 will continue filter the Viout signal and send to 
the demodulation part. 
V i o u t 口 
Rs 
Vin - _ _ . . . • • ^ ^ ^ i J V W V v ^ p M a 
C Mi3 J 1 M24 
0 — — ^ —G 3—] r—A 1 M,9 
Hr° _ I I 
(丨 ^ 丨 = 二 C2 二二 C4 
_ I 广Ml ,, ^ 广 M3 <1 1 厂 Ms 
< i ^ ： ： Ce 
- 4 1： _ 1 ifM, 
lU Me L| ^ h 
1 i i i “ • • 
Figure 56 Limiting circuit 
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8.1.3 Regulator circuit 
The regulator circuit is shown in Figure 57, Vin is directly connected to Viout from 
the limiter circuit. It contains the biasing part and regulating part. In the biasing part, the 
transistor m^ and m n provide the operating voltage to the circuit. The biasing current is 
supplied by the transistor m? and 11123 in saturated mode. The voltage across mv, Vref, is 
about 1.7V. In the regulating part, when Vin increases, V2 rises as well. So when the 
resistance value of mi6 increases, Vdd decreases. On the other hand, when Vin decreases, 
the resistance value of the mi6 decreases, so the value of Vdd increases. In the current 
mirror, the input voltage of the transistor mi may be same as the transistor mi9，by 
adjusting the width to length ratio of mis and 11122 to amplify Vref to certain level, it can 
make Vdd at least about 2.1V. 
T T I T ! n y. pJ U 
in M3 J M4 Me M2 J r-l J I“C >H 
H I H r r ^ r H r M I ^ ' t m" j U 「 
h P S p h 1 c i I I • 五 C m . 千 
o MI9 Ml "—I 
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•c^ 1—I 1—. I-| ‘―I ‘―1 I I—I 
M7 Me • Mi3 Mil 
i • 
V r e f • 
Figure 57 The regulator circuit 
8.1.4 Demodulation circuit 
In the modulation circuit, as shown in Figure 58, Vdin is directly connecting to 
Vsout of the limiter. Firstly, this voltage pass through the potential divider mi 3 and m6 to 
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give out a Vi, this signal will then pass through the resistor R to give the positive input 
of the differential amplifier. On the other hand, the negative input will be supplied by the 
charge up voltage from this signal. After passing through the differential amplifier and 
inverter, the N R Z signal will be given out. This N R Z signal can directly connect to the 
digital part for calculation. 
When a high amplitude voltage arrives, the value of V+ is higher than V-，so the 
high signal will be given out at V2. such that Vout will be a high value. At this moment, 
V3 is in low potential, transistor mi 8 is in a conducting situation, then the current from 
mi 8 pass through the resistor R and reach the negative end of the differential amplifier. It 
can make sure that the value ofV+ is higher than V- in certain amount, AV. It can remain 
give out a high signal value in Vout when there is lots of high signal arrive in Vdin 
consecutive. When a low signal arrives, mi 8 will switch off immediately, at this time V+ 
is lower than V-. such that V2 gives out a low value, then Vout appears 0 signal. It is 
because V3 is in high potential, m2o is conduct and current is drawn from R to the 
transistor 1x120 and 11125. Then the potential of Vi will be higher than V+ in AV. V- has a 
minimum potential as Vi, so in the case of low signals arrive consecutive, the output of 
Vout remains in low state. The charging and discharging time constant of the differential 
amplifier is 9.2us. The value can be achieved by adjusting the width to length ratio of mi 5 
under the lOPf capacitance. The value of AV is set to lOmV，then use the lOKQ resistor. 
The biasing current is supplied by the transistors mg and mg. 
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Figure 58 Type B demodulation circuit 
8.1.5 Simulation of the RF part 
W e take lOOOQ and 500PF as the total resistance and total capacitance of the 
contactless smart card respectively in the simulation, the distance range between the 
contactless smart card and the card reader is from 0cm to 10cm. Below, Figure 59 shows 
the relationship between the induced voltage in the antenna and the generated power from 
the RF part by the Hspice simulation. When there is about 2.7V peak to peak voltage 
arrives, the RF part begins to evoke and generate the voltage out. Then the Vpp rises in 
proportional with the generate voltage until the Vpp reaches about 9V. The RF part limits 
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the output voltage in about 4.6V which can prevent the damage of the next digital part. 
From Figure 60, it shows the relationship between the RF outcoming voltage and the 
distance apart from the card reader. When the contactless smart card touches the card 
reader, it generates about 4.7V Vdd. While the card moves away from the card reader, 
the voltage generated decreases. When the distance is above 10cm, it cannot generate 
voltage anymore. 
Voltage Response of the RF part 
8 r 
I 2 -
> 0 ‘ ‘ ‘ 
-2 e 5 10 15 
Supply votlage (Vpp)  
min-voltage max-voltage 
Figure 59 The relationship between the induce voltage from the antenna and generate voltage in the 
RFpart 
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The Vdd against the distance 
5 r  
T 2 - ^ ^ 
1 -
0 ‘ ‘ ‘ 
0 5 1 0 1 5 
distance(cm) 
Figure 60 The relationship between the generate voltage and the distance from the card reader 
8.2 New technology for designing a RF interface 
‘ Nowadays, the antenna is circular around inside the contactless smart card and 
use the plastic to seal it. As the size of antenna is big, the cost of the card increases. There 
is a new technology such that an antenna is embedded inside the chip [37]. At the 
beginning, the size of the chip is so large which is about 50mml After the improvement 
in technology, by using 0.5um 8 layers metals technology, it can embed an antenna inside 
3mm^ chip. The size of the contactless smart card can be reduced and it is a high potential 
development field. 
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An Asynchronous DES in Contactless Smartcard . 
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Ieft16 A16_p bit 16 data Ieft48 A46_p bit 46 data 
Ieft17 A17_p bit 17 data Ieft49 A47_p bit 47 data 
Ieft18 A18一p bit 18 data leftSO A48一p bit 48 data 
Ieft19 A19—p bit 19 data Ieft51 A49_p bit 49 data 
Ieft20 A20_p bit 20 data bottomO A50_p bit 50 data 
Ieft21 A21 一p “ bit 21 data bottom 1 A51_p bit 51 data 
Ieft22 PP01P Vdd digital Vdd bottom2 A52—p bit 52 data 
Ieft23 , PP02P GND digital Ground bottoms A53—p bit 53 data 
Ieft24 A22_p bit 22 data bottom4 A54_p bit 54 data 
Ieft25 A23_p bit 23 data bottoms A55_p bit 55 data 
Ieft26 A24_p bit 24 data bottomB A56_p bit 56 data 
Ieft27 A25_p bit 25 data bottom? A57_p bit 57 data 
Ieft28 A26_p bit 26 data bottoms A58_p bit 58 data 
Ieft29 A27_p bit 27 data bottomQ A59_p bit 59 data 
leftSO A28_p bit 28 data bottomlO A60_p bit 60 data 
Ieft31 A29_p bit 29 data bottom 11 A61_p bit 61 data 
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bottom 12 A62_p bit 62 data rights B44_p bit 44 key 
bottom 13 A63—p .. bit 63 data right9 B45_p bit 45 key 
bottom 14 BO_p bit 0 key rightIO B46—p bit 46 key 
bottom 15 B1_p bit1 key rightl 1 B47_p bit 47 key 
bottom16 B2_p bit 2 key rightl 2 B48_p bit 48 key 
bottom 17 B3_p bit 3 key rightl 3 B49_p bit 49 key 
bottom 18 B4_p bit 4 key rightl 4 B50_p bit 50 key 
bottom 19 B5_p bit 5 key rightl 5 B51_p bit 51 key 
bottom20 B6_p bit 6 key rightl 6 B52_p bit 52 key 
bottom21 B7_p bit 7 key rightl 7 B53—p bit 53 key 
bottom22 PP01P Vdd Digital Vdd rightl 8 B54_p bit 54 key 
bottom23 PP02P GND Digital Ground rightl 9 B55一p bit 55 key 
bottom24 B8_p bit 8 key right20 B56_p bit 56 key 
bottom25 B9_p bit 9 key right21 B57_p bit 57 key 
bottom26 B10_p bit 10 key right22 P P O I P V d d Digital Vdd 
bottom27 B11_p bit 11 key right23 PP02P GND Digital Ground 
bottom28 B12_p bit 12 key right24 B58_p bit 58 key 
bottom29 B13_p bit 13 key right25 B59_p bit 59 key 
bottomSO B14_p bit 14 key right26 B60_p bit 60 key 
bottoms 1 B15—p bit 15 key right27 B61_p bit 61 key 
bottom32 已 16—p bit 16 key right28 B62—p bit 62 key 
bottom33 B17_p bit 17 key right29 B63_p bit 63 key 
bottom34 B18一p bit 18 key right30 outO_p bit 0 output 
bottom35 B19—p bit 19 key right31 out1_p bit1 output 
“ bottom36 B20_p bit 20 key right32 out2_p bit 2 output 
bottoms? B21_p bit 21 key right33 out3_p bit 3 output 
bottom38 B22_p bit 22 key right34 out4_p bit 4 output 
bottom39 B23_p bit 23 key right35 out5_p bit 5 output 
bottom40 B24_p bit 24 key right36 out6_p bit 6 output 
bottom41 B25_p bit 25 key right37 out7_p bit 7 output 
bottom42 B26_p bit 26 key right38 out8_p bit 8 output 
bottom43 B27_p bit 27 key right39 out9_p bit 9 output 
bottom44 B28_p bit 28 key right40 out10_p bit 10 output 
bottom45 B29_p bit 2.9 key right41 out11_p bit 11 output 
bottom46 B30_p bit 30 key right42 out12_p bit 12 output 
bottom47 B31_p bit 31 key right43 out13_p bit 13 output 
bottom48 B32_p • bit 32 key right44 out14_p bit 14 output 
bottom49 B33_p bit 33 key right45 out15_p bit 15 output 
bottomSO B34_p bit 34 key right46 out16_p bit 16 output 
bottomSf B35_p bit 35 key right47 out17_p bit 17 output 
righto B36_p bit 36 key right48 out18_p bit 18 output 
rightl B37_p bit 37 key right49 out19_p bit 19 output 
right2 B38_p bit 38 key rightSO out20_p bit 20 output 
rights B39_p bit 39 key right51 out21_p bit 21 output 
right4 B40_p bit 40 key topO out22_p bit 22 output 
rights B41_p bit 41 key top1 out23—p bit 23 output 
rights B42_p bit 42 key top2 out24_p bit 24 output 
right? B43—p bit 43 key top3 out25_p bit 25 output 
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top4 out26_p bit 26 output 
top5 out27—p bit 27 output 
top6 out28_p bit 28 output 
top7 out29_p bit 29 output 
top8 out30_p bit 30 output 
top9 out31_p bit 31 output 
top10 round 1_p testing pin 
top11 roundO—p testing pin 
top12 round 1_n testing pin 
top 13 roundO—n testing pin 
top 14 rouncl2_p testing pin 
top 15 round3_p testing pin 
top 16 rouncl2_n testing pin 
top 17 round3_n testing pin 
top 18 round 10_p testing pin 
top 19 round11_p testing pin 
top20 round 10_n testing pin 
top21 round 11 _n testing pin 
top22 PP01P Vdd Digital Vdd 
top23 PP02P G N D Digital Ground 
top24 round 12_p testing pin 
top25 round 13一p testing pin 
top26 round 12一n testing pin 
top27 rouncl13_n testing pin 
top28 round 17—p testing pin 
top29 round 17_n testing pin 
top30 rout acknowledge signal 
top31 reset reset signal 
top32 ip1 RF positive in 
top33 in1 RF negative in 
top34 ipO RF positive in 
top35 inO RF negative in 
top36 vdd一outO RF Vdd output 
top37 vdd一out1 RF Vdd output 
top38 round 18—p testing pin 
top39 round 18一n testing pin 
top40 round 19一p testing pin 
top41 round20_p testing pin 
top42 round 19一n testing pin 
top43 ‘ round20_n testing pin 
top44 round28_p testing pin 
top45 rouncl29_p testing pin 
top46 round28_n testing pin 
top47 rouncl29_n testing pin 
top48 rouncl30_p testing pin 
top49 round31—p testing pin 
top50 round30_n testing pin 
top51 rouncl31_n testing pin 
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